CHAPTER 1
INTRODUCTION

The digital forensics community feels the urge to rapidly develop tools and techniques
for capturing and analyzing physical memory content. This is motivated by the fact that
physical memory may contain evidence that may not be found in any other source of
digital evidence. The expected techniques will facilitate the investigation and analysis
process and allow to reach more reliable conclusions. There has been a good attention
paid to acquisition and analysis of physical memory in the past years. This paper
explains the importance of the information that exists in memory for forensic
investigators and introduces new approaches for the extraction and analysis of this

information.

Forensic analysis of physical memory is gaining good attention from experts in the
community especially after recent development of valuable tools and techniques.
Investigators find it very helpful to seize physical memory contents and perform post-
incident analysis of this potential evidence. So to extract the physical memory one must
have access to the particular evidence system so if it is a password protected device, the
memory dump of the particular digital evidence (laptops, computers..etc) can be used to

obtain the passwords required.



https://www.sciencedirect.com/topics/computer-science/digital-forensics

CHAPTER 11
LITERATURE REVIEW

Sarmoria and Chapin (2005) the BodySnatcher tool injects an independent acquisition
operating system into the potentially compromised host operating system kernel. The
injected operating system takes snapshots of the host operating system memory. These
two techniques rely on preparing systems before any incident happens. The method
of Carrier and Grand (2004) is among the few other hardware-based memory acquisition
techniques that alter memory contents as little as possible. This method uses a PCI

expansion card to dump the memory content to an external device.

The ManTech's Memory DD (MDD) (ManTech International Corporation) and Win32dd
(Suiche) (2008)- Various software-based tools have been recently developed for memory
acquisition. We can cite WinEn from Guidance Software which is part of EnCase
Forensic version 6.11 and above (Guidance Software). This tool produces memory
images with three different levels of compression that contain headers specific to EnCase
which make the image hard to understand by other analysis tools tools generate raw

images of memory contents.

Betz, (2005) launched MemParser which is a tool that loads a Windows memory dump,
generates a list of active processes, and extracts information relating to a specific process.
This tool is also able to dump the memory area allocated to a specific process. KnTList
(Garner and R-Mora, 2007) is a command line tool that reconstructs the virtual address
space of the system process and other processes. PTFinder is a proof-of-concept
implementation (Schuster, 2006) providing the capability of revealing hidden and
terminated processes and threads. In Carvey and Kleiman (2007), a tool developed in
perl script, reads a windows crash dump file, finds structures, and translates virtual
addresses (and pointers) to physical offsets within the dump file itself. This tool is
available in the book'd DVD toolkit of Carvey and Kleiman (2007).
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Zhao and Cao (2009)using hiberfil.sys (the hibernation file that contains a memory dump
when the operating system hibernates), Windows crash dump file, pagefile, and direct
memory access. Although, this work proposed to look for interesting patterns in the
memory that may lead to sensitive information, it did not give valuable hints on how to
obtain these patterns.One important contribution of this paper is leveraging this work by

explaining the process of obtaining fingerprints and how it can be automated.

In a recently published research (Hejazi et al., 2008), S. M. Hejazi et al. paid attention to
an important aspect of memory contents and proposed new methods for the extraction of
executable and data files from physical memory images. Finally, A.R. Arasteh and M.
Debbabi, in their paper (Arasteh and Debbabi, 2007), have paid attention to the analysis
of memory stack and building a partial execution path for open processes. This has been
achieved through combinational use of stack residues and process code extracted from
memory contents. Section 6 of our paper augments this work by analyzing stack frames

and extracting the sensitive parameters passed to functions.
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CHAPTER III
AIM AND OBJECTIVE
Aim
To extract Passwords From “DUMP” files using WINHEX tool
Objectives

To know about the WINHEX tool, Study its features and try to extract Passwords from
“DUMP” files




CHAPTER 1V
MATERIALS AND METHODOLOGY
Materials required

e A working laptop
e Dump files from different sample Laptops of different companies and models
e A forensically licensed WINHEX tool

Methodology

Hypothesis

To see if sensitive data such as passwords can be extracted from computer ‘Dump’ files using
a tool called “WINHEX’

Why this acquisition?

Digital evidences are becoming more predominant to the society so acquisition of data from
these evidences will prove to more important than material evidences. So in this project I'1l
try to recover a specific data from the digital evidence

Collection of data

I searched in my locality to find 10 different laptops with random company and model and
collected the data from them

Then I did the research with the help of an external guide in my house
The research was completed within 15 days

Methods (acquiring dump file)




Laptop 1 : Lenovo B41

Step 1Take FACEBOOK in Google Chrome and login using your credentials
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Step 2Login to your account and logout after a minute or two
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Step 3After logging out open task manager which can be found on the bottom toolbar of the
particular system. From the application Right click on Google chrome App and click on
‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path
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Step 4L ocate the Dumpfile in your PC
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Step 5Open the specific Dumpfile using WINHEX tool
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Step 6Click on find text option which can be found on the top bar of the WINHEX tool and

type in “password = “
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Step 7Click on okay button to see the results.
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Laptop 2: Lenovo Ideapad

Step 1:Take FLIPKART in Google Chrome and login using your credentials
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Step 2Login to your account and logout after a minute or two
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Step 3After logging out open task manager which can be found on the bottom toolbar of the

particular system. From the application Right click on Google chrome App and click on

‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path
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Step 4Locate the Dumpfile in your PC
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Step 5Open the specific Dumpfile using WINHEX tool
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Figure 2.5

Step 6Click on find text option which can be found on the top bar of the WINHEX tool and

type in “password = “

=

Search  Navigation  View

Toolz Specialict  Options

Window

Help

WinHex - [dump.cppl

Case Data ODbHE=F2 HEEhy HRARGE -4 SepEp & | | @
File  Edit l!ump.l:pp|
Offsec [0 1 2 3 4 5 6 7 8 910111215314 15 T & ——

10000 23 63 6F 63 6073 B4 65 20 3C 63 6F 73 74 T2 65 #include <iostrs S

il %1 6D 3E 0D 0B 23 62 GE 63 6073 B4 63 20 3C 73 am> #include <= A OO s

00000032 T4 T2 69 6E 67 3E 0D OR 0D 0L 20 75 73 69 6F 67 tring>  using

DODO0C4E | 20 6E 61 6D €5 73 70 61 63 65 20 73 74 €4 38 0D namespace 3td; Flesize: 0KB

00000064 | DR 20 OD OB 20 69 6E 74 0 50 bytes

00DO0OE0 | 7B 0D OA 20 0% 9D OR 20 ny

DODOD0SE |75 73 &S T2 6F 61 0 63 i Detauit Edit Mode

000001Z2 (20 09 73 74 72 64 6E 67 20 Theulawing et g wil b2 ssarched: Fhike State: crginal

il BAWWN2B0 RE Lo | el Undo levek 0

00000144 EC 67 67 £9 6L 53 75 63 63 EEEE =¥ R s

DODOOTED | E1 6C 73 65 3B 0D 0L 20 09 = ooz |

DODEOLT 57 %ﬁﬁmne vl ome! Crestion time: 16002020
6L o A e n b= 15‘1]‘.]1}
22 Last write time: 17-02-2000
03 at < BEEIEN
61 :
o gL Atributes: &
on 3 cout lcons b

000c03gs 73 % d ¢ Mode: hesadecinal

0o0o030nd P B Offsets decimal

pnnecay ! A Eytes per page: Ia16=560

0% 03 20 F9 66 28 75 T3 65 7 e =

00000352 3D 20 27 4F 6% 64 6B 63 AE ckoc Yot )

00D003EE €8 37 40 €7 6D €1 £2 6C 2% " 5 Mool servhms 1

00000384 | 20 70 61 73 73 77 6F T2 64 2 "Cr Cigbonrd e

00000400 68 73 74 €9 61 6E 6F 72 6F a7

00000416 |25 20 78 0D 0209 A5 20 09 €3 GE 75 T4 20 3C AL ) ¢ cout €< TEMfolger: 3738 fee

00000432 20 22 5C 62 53 73 €3 65 73 73 66 75 6C £C 20 60 "\nSucessfull 1 xR At acafiTemp

00D0044% 6 €7 6% €E 3C 6E 5C GE 22 3B 0D OR 09 09 20 43 ogin\nin”;

00D00464 | 6C 6F 67 69 AL 53 75 63 63 65 73 73 20 30 20 74 loginSuccess = t

DODO04E0 | 72 75 65 38 OD OA 02 03 20 70 0D & 03 09 20 65 roe; Tooe

0000496 | 6C 73 €5 7B 0D OA 0% 03 20 09 63 F T3 74 20 3T Ise| cout < Data Interpreter |

00000512 AC 20 22 49 6E 63 6F T2 72 65 63 74 20 3C 6E 22 < "Incorrect \o" SRl

DODO0S2E 3B 0D OR 09 0% 20 0% 63 6F 75 74 20 3C 3C 20 27 ; cout << " 8t 2595

DODODSE4 | 74 72 79 20 &1 67 61 69 BE 22 3B QD 0B 49 04 20 try again”; W 8 (o) 150180250

Page 1 of 2 | Offset: ] =135 | Block: niz | Size: wd

Figure 2.6
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Step 7Click on okay button to see the results.
= o Winkex - [dump.pp]

File Edit Search MNavigation View Tools Specialist Dptions Window Help

Case Data ORES=E§ REEmm  AARGY H e
File - Edit dumF.cpp|
Cffset D g

5 Finclude {ioa

E am» fincluode <=

A trings u=ing
nansspacs

(=R

El
5
3¢
E
3
9
10

1o

oo oW

Snhn®;
dof cout <
< "Jzernanme:

=l

00000258

0000272

" cin 55
ern =
<< "Pas=word:

W D owom oo

cin 77
password;

if {usernams =
BE €3 6B B1 &3 BB &F €3 | = "Midhinchackoc
nTEgmail URE
Dasgword = "Cr
istianorcnaldo?”
{1 ¢

"\nSucesafull 1

e

-1 e
= e R R

i

cginin\n™;

1w

oW om oo m

=k
o

L T R

D orm oo ow o

n

Figure 2.7

Faimnclmadse <CTIioSTIe
=T T Faimocuaade <=
T IR TR A= EaCw
mameSpacrse STaAars
HEaT T EEn )
3 =T i reacy
Rl T I EasmTmes  — e T
=1t 3 Facy Eo T O IS e 3
= T i b= R
B oo g A3 Saacsao e oS — =
=T == 5 = nE
= = TR el coonme ¥
P == == I g E s e
JA T - T Ta ™
e £ L= =
- PR === T Ta S TR =
= AT I omas=
=XrTnaSarTRe o U ER T
== T Passwraorrol
. caEa I
DasS ST ol s
2T A= T I anme  —
— TrEFECIET 8 En o R
AT Egmaa® 3 - conET™ =
S == S W Il ——— e
F =t 3 =mracarramamE T cdeT T
] = (=T =RT & — T T
TR S e s T 3 3
E=P= = B R RN -

F o pa mmSaacrsares == o il =
Faaes > =
A== f =awmats s =
- ™ T et hEa ™
= e Ra e = -
Trrn o =arEdETTt s .

Figure 2.8

[unregestersd]

dump.cpp
serst LENOV O Dacuments

Fille size: LoKE
biytes

Defaulr Edit Mode

State: riginal

Undo level: o

Undo reverses: nfa

Creation time: 16-02-2020

131%10

Last wnie Grme:

Attribites: [
leons: &
Mod= Tet
Offseiz decimal

Eytes per page: 35tb=560
Window 2 1
HMa. of windows: i
Cliptoard aveilable

TEMP falder, 37868 free
e LENOVO AppDlats\Local Temp

Data Interpreter
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Laptop 3: HP 15 Rvzen

Step 1Take FACEBOOK in Google Chrome and login using your credentials

Facebook helps you connect and share with the Create an aCCOUI'It

people in your life, It's quick and easy.

9 ]
- k =

- B " L e - " " -

) = i [ ] ne ] =

L 1 =
f ‘_ _— umit I emal I
e T |
Birthday

12 v Feb v 1955 v @

Gender

Female Male  Custom @

ﬂ £ Start your search

Figure 3.1

Step 2Login to your account and logout after a minute or two

M Chnsty Sam Home  Creme

AR ciuisy Sl eon TR bt @ Manu Fex and 3 othaes

ligl Mews Feed i
© Messanger ﬁ T
I3 waich .

&8 Veetplace

Sponanred

B Photoividsn OB Taghionds (& FoslingActiv... TcTok Ads

Spttiy Trtis 8 Pamrne Fmrir
Imzrres Marwwties Basutts Tosy

Shormeuts

) KOMEAN HOLIDA
Explon

& Fundraisers

M Fages

@ Groups

[ Events

AE Friend lists

= Sasmors

Sampath
Adel 10 Siosy Andtha Anitha

Beyounick
de @

Have you ever been 1o 3 date on Valenting's o2y eve and did sometning
el

+ the st pr

Chat [34]

X3 Start your search

Figure 3.2
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Step 3After logging out open task manager which can be found on the bottom toolbar of the
particular system. From the application Right click on Google chrome App and click on
‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path

Jations View

Processes Performance App history  Stamup Users Detals Services

13% 5%

Nazmie Status Dick
Apps (5] Dumping process

v ) Ginogl " 11 0 s Jeert e vmsily ke URAMB 0.1 MBis

€ Goo| Thedieis kcaied o : WIME 00 MBs

© Goo| C STt e Tempchre (2 DA Sl niiie

€ Goo 143 ME O MB/'s

€ Go 1M OMES

¢ Geogle Thigme Tk GIME 01 MB/s

] Micrasoft Office Word (32 bit] % 3TME 0 MBds

] Matenad B 0TMB OMBks

i Task Manager 50% 223 MB 0 MB/s

. Windows Eeplorer 0% 430 MB 0 MB/s

[0 fdobe Acrabat Updste Servce (... o D4 ME O MBfs

T fntimalware Service Bxecutabie o B0 MB O MBs

7] Applicatan Frame Host 0% B2IM3 OMB/s

(¥ COM Surrogate 0% 1 M2 0 MB/s

& COM Surrogate 0% O7M8 1 MBys

[ Cortena § {1 hME 0 MBys

# CTF Laader 0% 12MB U MB/=

¥ Device Associstion Framework. 0% 1 MB 0 MBis

Feveer details

Step 4L ocate the Dumpfile in your PC

) = Searth 00l chrome - Seerch Results in Temp

ent searchis *

medified = rEperi

+ Search Rezults in Tema

~
chrome DMP
Collsnrs\SAM: AppDatat Local Tarng ¥

# CQuick sccess
B Desitop
4 Downloads

| Documents

Pictures.

n

New folder

New folder 3)

New folder i4)

Mew Foldes (51
- Onelirive
I3 This PC
B 20 Obgects
B Desitop
J| Documents
& Downlosds
B Musc
My Web Sites ar

2%
GPU | GPU engine

1 Mbps T
01 Mbps 0%
OMbps ;3
OMbps 0%
0Mbps {3
OMbps %
0 Mbps iy
OMbps LY
0Mbps %
Oibps %
OMbps i
OMbps %
Ofbps LY
0Mbps ;8
0Mbps %
OMbps I
0Mbps %
0 Mbps %

Figure 3.3

D8P Filn

Figure 3.4

ey low
Nery low
Wery Iow
Nery low
Wery low
Very low
Very low

Very low

ery low

Very low
Very low
Very low
Wery low
Nery low
Nery low

Nery low

Very low

Very law

Wery low
Very o
Wery low
Wery low

Very law
Very low
Very ko
Lerw

Lew

Very o
Very law
Wery low
Very kv
Wery bow
Wery b
Very lows

Very kv

End tesk

w & cheome *
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Step 5Open the specific Dumpfile using WINHEX tool

U8 Fle Edit Sesrch Mavigation View Tools Specialist Options Window Help
o 5

4. 4 5 6
£3 63 6F €3 6C 75 €4
DOOCDCLE |61 6D 3E OD OA 23 &2

Do0CO032 |74 72 6% €E &7 3E 4D
DCDCDC48 |20 €E 61 €D €5 73 0

0COCED |78 COD DA 20 0% OD OA
75 73 65 72 €E €1 €D
20 03 73 T4 72 €3 &F
64 20 3D 20 22 22 3B
6C &F €7 €9 6E 53 75

DODOOLTE
0o00D192
DOOCD208
DODODZZ4
DOOCDR40
oC00D25E

Do
DODODZEE
DCOCD3ID4
DGOCD3,
DODOOZ3E
00000352
000CD368
DODOD3ES
DODCD400
00000426 |
DODCD432
DODOD44E | 0D OA OS5 ©F 30 0% &C
0QDCD464 |73 73 20 3D 20 74 72
DQ0C0480 [ OD CA 0% 09 20 €5 6C
DODOD49E (63 EF 75 74 20 3C 3C
DOOODEX2 (€3 T4 20 GC EE 22 3B
0Q0QDE2E |74 20 3C 3C 20 22 74
DODOCDS44 |[3E OD OA ©9 9% 20 7D

Bama¥npd

DODODOSA | OA 20 OD OA 20 69 6E 7

7 3
635 20
6E 63
oL 0D
61 63
T4 20
20 08
63 20
67 20
oD O
63 83
03
57
6C
22
a3
61
63
DA
73
20
3B
85
72
L33
30
7B
SC
69
&F &7
T3 65
73 €5
20 22
oD O0x
T2 74
o0 OR
L

6L 7

£5
&0
73
Ei
0
20
£5
an
&5
£F
3B
as
£D
£E
29
7T
€3
ao
72
I3
€0
30
an
6E
£E
&8
]
78
43
aa
20
a9

22 20
240 22
Ox 09
83 75
5C €E
BE 53
oD 0A
o0 9&
6E €3
08 20
61 &7
03 20

Figure 3.5

28

85
09 20

&5
5C €E
75 &3
09 09
0% a9
6F 72
08 &3
61 £9
oD A

€E 22
03 70

-+ 1 esp@p

rameapace avd:
int main{)
¢ zoring
ugername = T
STIING PRIIWDT
o P bool
loginSuecese = L
alse: o
£k "hitWeloome!
Pleasze login be
Low. \nAn®:
dag oout €
< "Osername:
b cin > us
ernare: cout
<¢ "Password:
=K n e
password:
if jusername =
= "hax: ishnang
fgmail.com™ si ¢
a@aword = "hell
dream®) e

out << "\nSucess

full logininhn®:
loginSuces

5= = true; 1

elae|

cout €< "Incorre

ot \nf: zou

£ << ooy sgein”

3 ¥ Tow

R CR TR

| SEEEAr | &

109 [ [&]x]
[unregistered]
dump.cpp
Ci\Userst LENOVO\ Documents
File sz LEKE
B4 bytes.
Drefault Edit Made:
State: ariginal
Undo leve: o
Unde reverses: nia
Crestion bme: 16-00- 2000
151710
Last write tirme: 18-02-2020
132229
Aktributes: A
lcans: o
Made Test
Offsets: decimal
Bytes per page: 35¢16= 560
Window = 1
Mo of wind vws: 1
Chpboard: available
TEMP folder: 378 GB free

ers\LENOVT AnpDistsLocal Temp

Data Interpreter §
BBt =) 35

16 Bt {=) 26915

32 Bt (=) 1.668.180,259

SR

Step 6Click on find text option which can be found on the top bar of the WINHEX tool and

type in “password = “

Searcn  Nawgation View Tooks

Case Data DeHZe

WinHex - [dump.cpp]

ARG

S gpmp

File gt dump.cpp |

Offzec L - N
00000000 | 23 69 &L 63 6C 73 &4
o 16 |61 6D 3L OD GR 23 6%
Dgoengs2 (74 72 69 6E &7 3E 0D
20 €E BL €D €5 73 T0

DODCDgee | OR 20 0D QR 20 &3
DODOOOED | 7B OD OA 24 4% oD
DODOOCAE |75 73 &5 72 6L &1
gL 120 09 72 74 72 &9
64 20 30 20 22 22
000144 6C 6F &7 €9 6E 53 7
00000160 (61 EC 73 65 3B O
DODC0LTE 20225

&0 2
3C 3¢ 20
&C 20 &C &F
0% 20 09 &C

3D 20747

DoD0N4s2 (&6 75 ©
000004
Dg0on4sd |73 73 2
DODE04ED (0D OR 0% 09 20 63 &C
DeDC04DE (63 EF 75 74 20 3C 3C
il 63 74 20 o €€ 22 3B
0 74 20 3C 3C 20 22 74
35 0D 0A 09 0% 20 7D

i}

4 510 13323334 15 -
20 3C 69 6F 73 74 T2 &5

63 6C 75 €4 65 20 3C 73 am> #include <=

0D 034 20 75 73 €9 6E 47 tripg> using

63 €5 20 73 74 €4 3B 0D nemespace scd;

= Searchirial cpen wr

65 |Ligt search s, up b | =

T2 —— fnan®

&% & O

5 _Hg_ anc!l_ qﬂe.l!}_ bt

7R e

5C 6E 53 75°63 65 73 73 i

69 6 5C €E 5C 6E 22 3B full Ioginin\n"™;

67 69 6E 33 T3 €3 63 €5 loginSucce

65 38 0D Q& 0% 09°20 10 ss = tree; }

63 78 0D 0& 0% 09 20 09 elae{

22 49 6E €3 €F 7272 65 cout << "Ineorre

Ok 03 09 20 09 63 6F 75 ct \&"; cou

T4 20 61 €7 61 €9 €E 22 £ << "tzy again"

0 0% 0320 DD QR 08 7D ; } P w

Figure 3.6

[unregistered]
dump.cpp
C\Userss LENOVD! Documents
File size: LEKB
40 bytes
Defauit Edit Maode
State: original
Unde leve: [
Undo reversss: na
Crestion time: 162220
RIRIE
Last wnite time: 18022020
132249
Atributes: A
leoms: ¢
Made: Text
Offsets: decimal
Eytes per page: 3316360
Window = 1
Mo, of windows: 1
Cliphoard: available
TEMP folder: 378 6B free
ers\LENOVO\ AppDatz! Local\ Temp
Data Interpratar
8Bt f=): 33
16 Bit (=) 26915
32 Bit (): 1,664,180, 259
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Step 7Click on okay button to see the results

i
=

Window  Help

n 2 e +
REEER Kan @ | GREEAY | @
o 9 4 5 6 7 a 9 32 13 1415 3CIT A 5
unregistened
23 BC TE B4 65 20 3C 73 74 72 €5 #include <iostre SR Iieeeg !
DODCOOL6 (61 6D SE OD OA 23 69 6E 63 6C 63 20 3C 75 em> ¢#include <= C:\Users\LEMONDA Docurnenks
D000DO32 |74 72 €% €E €7 3E 9D OA 0D QA 75 73 69 6E 67 ualing
20 73 70 Bl B3 &5 74 §1 38 00 mamcapace scd:r File size: GEKE
A €9 &E T4 20 &D 28 2 o main{} 49 bytes

09 73 stzing
1 20 30 = nm, Defaulr Edit Made:
£l 20 70 pR=swar State: anginal
2 o zo oo Unde feve: [
3 63 €5 Undo reverses: na
D 03 ao
2 57 65 Ceeatian time:
75 sC 6F
E 2z 38 Last write tirme: 18-02-2020
03 08 13:22:40
61 6D < "Osername:
63 6E " cln 3> u@ e li;
on 20 ername; oont Icons L
78 77 << "Passwozd: Mode Test
20 63 = sin ¥ e et
38 0D pamsword: Bytes pes page: 9516=560
65 72 if fuseznans =
7z €9 = "harikrishnant Windew #: 5
UL LERE 6F &0 Bgmail.com” &k T Mot windows :
BO0E03E4 3D An azmwozd — “hell Chphaard T
00060400 78 0D drean) ¢ =
00000416 50 6 out <% MinSusess L tlaloas 3L oh e
- full loginiml ers) LENOVO Appliata'\Local' Temp
67 68 loginBusc
65 3B a8 = True; bl
65 7B elae|
2z 49 cout << *Incozzz Data Interpreter
0x 99 ct \n"; cou
73 20 & << "try again”
on 08 k2 ' b
Lpageaz . =32 s |

Figure 3.7

FiIincAumade —FiosSsTsIme
PN FEAm=TRazcd= =7 ==
= 3 oy T A =8 EFuoy
T ST S e =1 s
e -y o — e S R )
E =1 O d Fnor
LRt R R T = ——
ST A TN EraasS ST
o — oo e f= = =
By 3 an IS wn e == == — 3=
= TR
= = I T R e 8
P3E === A vy E s = —
WAooty o SwEaER T S
o B T o RR T -
- Il == T Easames =
— =l OEN = =
= FTEn TR T tatal b G
g o TEasSs s el o
i = Ew eI
IasSs =Swro ol S
o E R - Ea o ==
— Thara lkaod3 =Eamnaen™
Eogrme=ard B e T = =

NI LIy Gl = —=2 Ba [
e B B R e = —
rRE T T N ER SRR e = =S

FradA R B T e B S T - e -
Aoy I TS raco e

== = T Iua= s ¥
= E == i

ERA e I = R B - o e B aectee el —

o iy = CTEENT

= =T = fette et wengi, ¥ Ecye= 3 Ea T

- - -

Figure 3.8
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Laptop 4: HP 14 Ryzen

Step 1Take GMAIL in Google Chrome and login using your credentials

Google

george koshy

w georgekoshyvaldyan99@gmall.com v

Fergot pasaword?

Heip Privacy Tems

Figure 4.1

Step 2L ogin to your account and logout after a minute or two

O Primary . Social EIEE S Promaotions (S

[ ¥r Google i | Security alert- New device signed in 1o geotgehoshyvaldyangSi@gmn Reviow Motoity

Insure your Health Secure your family's health and savings - georgekoshyvaidyan® Your e messages erated on 20 2:50 PM

Religare Broking Open a Demat account and get cashback on brokerage - georgekoshyvaidyanas Your e-message ge 26 PM
Finsery MARKETS HNow avall a Personal Loan of up to Rs. 25 lakha. - goorgekoshyvaldyan®0 Your e-messsge generate 12:28 PM
Team Cars24 Selling a car won't be a hassie just 3 single visit to CARS24 - georgekoshyvaldysndi Your emessay 9122 AM
KENT RO Official Aszuredgift worth Re 3000 on every purchase - geargekashyvaidyant Your e-message generated o 57 AM
Digital Bank Get your Kotak 811 AJe instantly - georgekoshyvnidyan9 Your e-message genérated on 2020-02-14 5139 AM
Mynira Get Some Style Inspiration - Outfil fdeas From Top Influencems: To unsubscnbe from these maifmegs Feb 13
Angel| Broking Flat 20 per order for all segments. Create your new Trading and Demat account. - geoigekoshyvaldy Fab 13
Religare Broking Open a Demat account and get cashback on brokerage - georgekoshyvaldyan®e Your e-message ge. Feb 13

IIFL Securities Open FREE Demat and Trading Account - georgekoshyvaidyane Your e message generated G 2000 Fen 13

Figure 4.2
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Step 3After logging out open task manager which can be found on the bottom toolbar of the
particular system. From the application Right click on Google chrome App and click on
‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path

iE=. Task Manager O e
File Options View
Processez  Perforrmance App history Startup  Users  Details  Services

T9% 50% 3% 1%
Marne Status CPU Mermony Disk MNetwork | P
Apos ey Dumping process s al
PESF
v G‘ Goog The file has been successfully created. I0os 142.4 MB 0.1 MB/s 0 Mbps
& Goo| Thefileis located at: 02 1.4 MB 0 MB/s 0 Mbps
c... o Calsers " Admin*AppData*Local» Temp chrome . DMP 0o B8 ME 0.1 MEBJ/s 0 Mbps
& Goo 0= 2.3 MB 0 MB/= 0 Mbps
@ coo e 46.6 MB 0 MBy/s 0 Mbps
& Google Chrame 0% 6.2 MB 0 MB/s 0 Mbps
& Google Chrome 0% 78.3 MB 0 MEBSs 0 Mbps
fiw Microsoft Office Word (32 bit) 0% 17.1 MB O MBJ/s 0 Mbps
"= Task Manager 0.3% 17.6 MB 0.1 MBS s O Mbps
= Windows Explorer 0% 41.0 MB 0 MB/s 0 Mbps
Background processes (34)
[ Adobe Acrobat Update Service (... 0% 0.3 MB 0 MB/s 0 Mbps
ES Adobe Reader and Acrobat Man... 0% 2.1 MB 0 MB/s 0 Mbps
Me=l Annlication Frame Host 0% 3.7 MBE 0 MRS = 0 tbns Y
€ >
| Fewer details End task
Figure 4.3
Step 4Locate the Dumpfile in your PC
- @ SemchTasls  chrome - Search Results in Temp - o )
Fie Heme snare View search a
-« o [ s Search Resubts in Temp s v & | chramd ®
# Diick accmsx 4 chrome|DMP Diate modifi=d: 14-02-2020 15:55
ChllsershAdminiAppDatat Local\ Temp Type: DMP File Sz 163 ME
[ Desktop
B Download:
# Documents
[E] Pictures
Mew falder
Systemi2
T This PC
¥ 30 Objects
B Desktop
# Documents
& Downlead:
B Music
& Pictures
B videns
i Local Bisk (2]
b Metwok
1item -
Figure 4. 4
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Step 5Open the specific Dumpfile using WINHEX tool

U8 Fle Edit Sesrch Mavigation View Tools Specialist Options Window Help 109 [ [ [x]
- T

Data H R @ e FSp@p @ HEAy | @
File Edt prre|
orfaec 6 1 2 8 4 5 6 7 4 91ia 13 18 15 3T 2 P ]
DOoDODODD 23 €3 6E €3 &C 7= B4 65 20 3C 6% EF T2 ES ﬁncluﬂe <iostre dump.cpp [U"wlmm
000C00LE |61 6D 3E OD OR 23 69 6E 63 6C 75 64 3C 75 emr fimclude <= AL cer L EHONDADpeatrents
00000032 7 3E 0D OA 0D 9& 20 75 T 6E 67 cring> uaing
UODO004E D65 73 70 61 63 &5 20 73 3B 00 mamcspace scd: File size LEKB
0enonoEd 20 &4 EE T4 20 £ &1 £ 29 30 int main() 50 bytes
] Q% 0D 0A 20 09 73 74 72 %
£E £1 60 65 20 3T 29 22 username Default Edit Mode
2 72 €3 &E &7 20 70 61 73 string passwar State: anginal
£4 20 3D 20 22 22 38 0D O 20 02 £2 d= ==  bool Dy ek P
6C 6F £3 £5 73 73 loginSuccess = T Undo reverses: s
&1 6C 03 dD QA D alser cou
000001TE |74 20 57 65 6C 63 & << “\tielcoms! Creation time: 16-00-2020
00000102 |20 50 6C €F &7 €9 Please login be 1T
000QDZ0E | EC 6F T 2z 3B 0D UA Z Low . hmhne: PRt R 16-00-2020
00000224 (20 09 64 6F 7E OD OR 20 04 09 &3 &F o cont < 134200
3¢ 20 23 55 79 65 72 6 61 6D 65 SA < "Userneme:
00000256 |22 38 OD OA 20 09 0% 63 69 6E 20 3E L ein »» us Alinbites f
DO0O0Z7Z | 8% 72 SE 61 &0 &5 38 OD O 20° 09 43 srnane: oont Icons L
DODOD2EE |20 3C 9C 20 22 50 61 73 79 77 6F 72 << "Pazswozd: Miade =
00000304 |20 20 22 38 0D GA 09 03 20 63 69 6E 3E 20 " ein > Offscks ot
DODODE: 73 77 &F &5 2E 0D QR 03 0D dA  password: B_I'tﬂp@pigﬂ 51 6= 560
00000336 €9 66 2675 79 65 72 AE 61 20 30 if {us=rnams =
00000352 47 €5 6F &7 65 €8 &7 73 TE €1 = "Georgekoshyva Windew #: 5
0ED00368 €5 75 61 §E 35 10 &7 0 61 £9 63 6F idyanSIepmeil.oo M -
00000354 | 6D 22 20 26 73 13 77 6F 20 30 =" &5 pasmword - Chphaard e
00000400 | 3D 20 32 47 65 68 &F 73 32 21 = "Georgekoshydn
00000416 |29 20 7B 0D 03 €3 6F 75 T4 20 3C 3% ) | cous €€ L tlaloas 3L oh e
DODOD43Z |20 23 SC 6E 53 75 €3 65 73 73 66 75 20 &C  \mSuceasrull 1 e LENCQVO\Appliats\Localh Temp
DODO0448 | 6F 67 68 6E 5C 6E 5C &E 22 3B 0D OA 20 09| ogamimio;
00000484 | 6C 6F 67 69 6E 53 75 63 63 65 T3 73 20 74 leginSuccese = T
72 75 65 38 4D OR o2 09 20 70 OD OA O3 09 20 &5 roe} 1 -
6C 73 65 7B OD OR 0% D3 20 09 63 £F 7S 74 20 §C ILs=e{ saut « Data Interprater [
3C 20 22 49 €€ €3 €F 72 72 €5 €3 74 20 SC €E 22 < "Incorrect \o" i 2} 35
38 0D O 03 05 20 99 63 6F 75 75 20 3C 3C 20 2z : oout €< " 16 m ey 22315
DODOOS44 |74 T2 79 20 61 67 61 69 GE 22 3B 0D OA 09 09 20 cry sgein": v 33 gey 1,980,180,25
Pagelaf2 Offset: ) =35 | Blocks nie | Siee wd

Figure 4.5

Step 6Click on find text option which can be found on the top bar of the WINHEX tool and

type in “password =
WinHex - [dump.cpp]

3 .
Case Dala EE | ot @ iY@
File Edit
Offzec g 1 02 -F cdauE el Al 1Y 32133415 I oA Foertameed]
23 €0 6E €3 §C 75 £4 65 20 3C 63 6F T3 7¢ T2 65 binclude <isstre Smpe
1 9F 0D Ok 29 69 &F 6C. 75 &4 &5 20 ik inglt X
&1 6D 3E OD 0B 23 69 RE 63 8C 75 €4 65 20 3C 73 sm» #include <= CilserspLENONO Documents
00000032 |74 72 69 6E 67 3E 4D OB 0D OA 20 75 T3 69 6E 67 ctriog>  uoing
DODCDO4E |20 BE 61 6D &5 73 70 61 63 £5 20 73 74 §4 3B 0D memespace st File size: CEKB
DODOD06Y | TR 20 OD O& 20 €9 6E T4 B0 bytes
DODCDOED | 7E OD OA 20 08 OD OA 20
00000096 |75 73 65 72 6F 61 60 65 Default Edit Made -
DO0ODIT2 (20 08 73 74 72 68 6E 67 20 F  Thoidawingtet wing wlbo manked: | flEwoz State: wriginal
0 64 20 3D 20 22 22 38 0D OR. 3 . ol T ok o
6C 6F €7 €9 6E 53 75 61 63 4 e - -t ke i s
o9 7 cOu
|| Meich case

5 —_—— ol .

7 S Code page “'i me ! Creation time: 1S-Gt 2320
0e000192 &C e m he TR
N — 1 | setha sz awidcand; 7 o
A ma [Tk s o Last write time: 1802200
noDENIZe 08 ¢ = ' ut < 134200
0000024 61 . )

00000256 69 4 s us ;n:rrmms. ':
0000272 0 3 cout .
s000025e 71 9 i, d: Mode: e
19000304 20 » Ot i
Do00n3z0 5 archin  cpen windoves = S
5 . . am - WIES PEF PAgE: 3 Hh= X
00000336 65 7 B itz i e =
00000352 65 E— Windime & i
5 et . 6o Mo, of windows: I
il O Cancel G I =
: - — je= Cliphoard: auzilable
000405
00000416 03 €3 67 75 T4 20 3C 3T ) ¢ cout << [LERE ey L e
00000432 73 73 66 75 6C 6C 20 €C "\mSucessfull 1 e MV Aol ool e
00000448 | 6F £7 68 EE 5C 6E ST BE 22 3B OD OR 03 09 30 09 ogininin®:
DODOD464 | 6C 67 67 69 6L 53 75 63 63 65 73 73 20 3D 20 7¢ loginsuccess = €
DOOOO4E0 |72 75 65 38 0D OX 09 0 20 7D 0D OR 08 00 20 &5 ree; ¥ e .
0o0g0496 :GC T3 65 7B 00 QA 0% 03 29 49 5 2036 lsei cout. € Data Interpreter
DODO0SIZ | 3C 20 22 49 6E 63 €F.7Z 72 5 6E 22 ¢ "Incorrect \o" B e 112
0o00nE2e ) 59 08 20 0% 63 - oAt . s n PR
DOOC0SZE |36 0D OA ©9 4% 20 0% 63 &F 75 74 2021 ; cout <€ 166 (=) 2397
DODOOS44 |74 T2 79 20 €1 €7 61 69 6E 22 D3 20 try sgein”; v 120 () 1952671080
Pagetof 2 | Offsets 520 =114 | Block: na | Sie wd |

Figure 4.6
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Step 7Click on okay button to see the results

e
o
BN File Edit Sesrch  MNavigation Wiew Tools Specialist Options Window  Help
Case Data e B B B % g sHe W AV | @
File  Edit
] 56 7 @9 3915 35T - T
3 7& B4 65 20 3C 72 €5 #include <iostre dump.cpp [U"l’?gl?""?d]
00DCDCLE | €1 6D SE OD Oh 23 £8 6 69 £C 3C 73 #include < C\lizecs\LENOVOA Doenrment
00000032 |74 72 €9 €E 67 3E 90 0A OD OA £E 67 o> uaing
20 73 70 61 63 &5 1 3B OO0 namespacs stdr Filie sizes GEHKE
A €3 £E 74 20 D 24 20 int main{) 650 bytes
03 73 2
20 3T Defaulr Edit Made:
P State: anginal
Sh 20 Undo lev: o
63 €5 Undo reverses: wa
03 ao
7 57 &5 Creation ime:
L 6C £F
6 2z 3B Last write time: 16-02-2020
20 09 o9 134200
ac 61 £D
o s Attributes: A
B5 o zZ0 eTrnane’ cout leons: L
20 4 77 *Pa=zswozd: Mede: Tee
20 20 22 3B 20 £3 = cin »> Offsebs: o
F0 &1 73 73 3E 4D password: B_.-mpepage: 51 6=560
0% 08 20 63 €5 72 1f{useznams =
5D 20 22 47 65 &3 = mGecroekoshyva g !
&5 64 75 61 7 6D idyanSaBgmail, oo No-sit widows :
60 22 20 26 74 73 =" &5 password = Chphaard suilable
€5 €8 = "Gecrgekoshyd®
il TEMP falder: 378 GB free
73 73 ers) LENOVO Appliata' Local' Temp
22 38
63 £5
20 7D
20 08 Data Interpreter
72 €5 < "Incoxrect \ao"
6F 75 cout << "
6E 22 agein®; w

Figure 4.7
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Laptop 5: Asus507
Step 1Take GMAIL in Google Chrome and login using your credentials

Google
GAUTHAM M

B gauthamm1??Egmail.com v

Figure 5.1

Step 2L.ogin to your account and logout after a minute or two

M Gmail Q  Ssarchma

I— Compose
L] Primary - Social

Inbax 1
gautham [ e ] (no subject) 14:17

ord was changed gauthamm177@gmail.com The pass

Google Security alert - You

count was recovered successfully - Account recovered

Google Your

BV e %+ 0O

[ + Google Google Verification Code - Google Verification Code Google received a request to use this 0 B g 0

Drafts

More
ticketadmin Dne Time Password {OTF) for your LOGIN on IRCTC - Your One Time Password (OTP) for LOGIN on . 4 Feb

Google Security afert - Recovery phone was changed gauthamm 77 @gmail.com The recovery pho

Google Community Te. Fnish setting up your new Google account - Google banner Hi GAUTHAM

./_“'.
| ) choossathems

Figure 5.2
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Step 3After logging out open task manager which can be found on the bottom toolbar of the
particular system. From the application Right click on Google chrome App and click on
‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path

gha Task Manager = B8
File Options View
Processes Performance | App history | Startup | Users | Details | Services |
29 28% 44% 40% 0%
Mame Status CPU Memory Disk Metwork
~
Apps (6)
Dumping process | = || o Stk LRt D:hihps
The file hae been succeesfully creatad. | L% S A I ARG OMbps.
= = N L e o9 35.0 MEB 0O MBE/s 0 Mbps
ChUsershLENOVO App Datatlocalh Tempichrome (23.DMP 0.6% 10.2 MB O MEB/s 0 Mbps
0% 53.8 MB O MEBES= O Mbps=s
Ik
— 0% 4.6 MB O MB/s 0 Mbps
Background processes (57)
@) 54-bit Synaptics Pointing Enhan... 0% 0.4 ME OMB/= 0 Mbps
& [ Adobe Acrobat Update Service (... 0% 0.5 MB 0 ME/s 0 Mbps
BES ~dobe Reader and Acrobat Man... [ 2.1 BB O MEBE/s 0 Mbps
LL Avast Antivirus 0.1% 18.6 MEBE L MBS 0 Mbps 1
[T Asvast Antivirus Service 0:19% 19.8 MB 0.1 MB/s 0 Mbps
L Awvast Behavior Shield 0.5% 15.5 MEB 0.1 MB/= 0Mbps .,
l@ Fewer details End task

Figure 5.3

Step 4Locate the Dumpfile in your PC

| SeerchTous | Futunre Taals mm&._mm{n‘!}m

iew search Manage

T kimd - 1 Recent aeaches =

=

size -

Date
T moditipd> = Ot

[ = 1 v Search Resultsin Temp » ¥ | chromeDMP

T Favoriter

0 Corcht

{n Oneliive
chizmeDMP |
8 This PO Gt bt
& D=skiop
£ Documents

i Downlaads

B videos

B Windaws 2.1 ()

( ew Valurne ()
(= New Valume £

(= Mew Valume (7]

%l Hetwark

Titem  1item selected 200 ME

E

Figure 5.4
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Step 5Open the specific Dumpfile using WINHEX tool

= WinHex - [dump.cpp]
& f

Case Data —+ il 4=

File gt sarep e |
Cffaec
DOoDODODD

DE0CDOLE

#include <iostre

20

am

#include <=
ng> uaing
namespace std:
int main{)

=

i
ugername =
string
d = "
loginSuccess =
alse:

< "Username:

ol > ue
oeont

ame
<< "Pa=swozd:
s cin »>
passwora:

mall.com” ki DaZ
mword == "Messil

Page 1 of 2 =118

Figure 5.5

@ &

[unregistered]
dump.cpp
CAUsers\LEMOV O, Documents
File size: GEKE

E47 bytes
Defaulr Edit Made:
State: aaginal
Undo level: o
Undo reverses: na
Creation ime

Last write timne:

Adtributes:

lcons: o
Made Text
Offsets: decimal
Eivtes per page: 51 6=560
Windews £ 3
Ha. of wind ows: 1
Chphaard aunilable
TEMP folder: 375 GB free

ers\ LENOVO Appliata! Local Temp

Data Interpreter

2Bl 116

16.Bie (=}: 2,300

32 Bie (=); 1,010,573,428
Block:

Step 6Click on find text option which can be found on the top bar of the WINHEX tool and

type in “password = “

& WinHex - [dump.cpp]
1§ avigation
Case Data S capH ] &
File Edit
- ™
= istered
finclude <iostre {ie= I
include < Ao
oD SOt ok ClserLENOVO Dacurments
Lring>
73 T4 64 namespace File stz= LEEB
847 bytes
Default Edit Mode
Tha folowing tet dring will be ssarched: il State: cnginal
e i ] Undo leve: 0
e lindo reverses: na
i“ 33 [ Mzich case s e
£ o Sl Cosk page omz! R Hie:
20 6C = be
SR \Uze tha azawidcard: 7 il
s ek ¢ Last write tirne:
20 pgf  Wlewrkok ut <
62 6l :
P St [0 v o Attributes: A
0D OR 3 . cout leon: 0
50 61 73 73 7§ d: Mode: Tedt
000 ::Ji 22 3B 0D '\: 03 20 >y Oftsete il
00000320 73 73 77 67 72 64 38 Bytes per g 5162550
28 63 7 mE = P
61 — ! Br7pg Window £ i
178g
A = No. of windows: 1
pile el | @Hep f| B2
202 1L Ciiphoard: available
0 = z :
5375 63 £5 73 T3 66 T3 ¢ ¢ TEh i 8 S aranie
SC 6E 5C 6E 22 3B 0D 04 11 1n ; A ppfds cahivng
6E 53 73 63 7 loginduccess
oD A 03 08 = true;
0D 03 09 49 20 09 § else{ co
6F §3 6F 72 72 €5 63 7¢ UL << "InC Data Interpreter
09 20 09 63 7 4201 An"; cout
61 £7 B1 0 6% 37 3B 0D <¢¢ "eyy againf:
0% 20 OD O& 0% 7D 77 £B } w
Panetaf2 ffzet: 416 =116 | Block: niz | Size il

Figure 5.6
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Step 7Click on okay button to see the results

i
=

Window  Help
an. 2 . - . 2 T 5
BEBEERLT  HABLE 4+ G @ | GREEAY | @
CoE I Ly f: [uncegistered]
SRR
[l 25,6 BE s Co\lzers LENOVO Documents
£7 3E 0D OB 0D 0A 20 75
f573 70 Bl B3 65 20 73 File size: 06K
o 20 &9 6E T4 20 &0 61 &3 Pyt?h,le;
0DODEOCEO |75 OD DA 20 08 OD 03 73 74 72
61 20 3G 20 22 Drefault Edit Made:
o e State: aeiginal
22 0A 20 09 &2 Unele evel: [
=3 63 &5 73 73 Unde reverses nla
on 09 ap OA 20
o it Crestion bime: 16-00-2020
73 6C £F 67 €9 1RTF0
6E Last write time: 18-02- 2020
o 135151
65 ¢ "Dsmrname: i i
o8 3> us e s )
£5 oS
=0 Text
i i decimal
EF pagsvord: Eytes per page: 35x16= 560
DODODZ36 28 if (ussrname = i
00060352 75 - "GauthammiTThg e |
sonooiss €3 mall.eom® s& pas Mo alsintiove: i
nononEEY 20 awnrd = "Mems1l Chpboard svaisble
BO0E0408 24 =10m) |
00DOD4LE 22 © << "\nSucessfu JEMP falder 374 GE free
o ers\LENOV DA App et Local Temp

DODCD432

]

Data Interpreter

DOOOOEL
0000DE2E

Diarls 230 2 AR =

Figure 5.7

=TT Fimccd made <=
i ey A== 3 Tnaoy
Nname Sinace StEdrs
At Tesda T )
£ StcxrIimmog
HS ST TyaTRe = T
STCTrrdmng eSS

= e ool
ToginmnSaacareass —
21 ==z CTORA

T == "ThoiWelcocome"!
Please Jogin e
Loowr o ™M™ -
A 4 comats o=l
= TS e rTnaTme
Tz ed s 1A
(= 5 0= i — corRa s
= =T TEaoowraoIcd =
—— =3 EE -
assurocd 2
3-F (s ermmarme —
= " Sanxtharmmned T FEo
Do d A . o™ =& pas
Searrcll ——— "M==
E oo S R £ SRR
£ == ThmSuacoaeoo=Fia
AL DoagimmnTaWEn™ o
A oI Siacr e ==

-,

=  tIRae *
=1 == £ i
e = TrInocornTect
R = coRa e
< Ty asgoeidTa™ s
¥ FerEn

Figure 5.8
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Laptop 6: Dell Inspiron 5755

Step 1Take GMAIL in Google Chrome and login using your credentials

Google

anwar hag

@ anwarhaqkochilZapr@gmail.com v

@3

Forgot passwaord? m

Engiish {United Kingdom) = Help Privacy Tems

Figure 6.1

Step 2Login to your account and logout after a minute or two

o

oD Fwd: Intimation about Natlonal Conference on Forensic Science- 20th & 2151 March, 2020- Reg.
SEEK Career Advice Cover letier template - Get your appfication noticed Heving trouble views
Goagle Security alert - Ne e signed
Google Security alert - Now device signed in 1o anwarhagkechll Zapagigmall com Your Googls Azoount wa
Quora Move reloted to "What is the procedure 1o join CBIYRAW/IB/JCB?" - Anawer T HAW

Roshan Rafi Fwd: Ballistic practical

O ¥r me KARTHIKA 3

&3 AnwarHag
SEEK Career Advice Arg jobs booming in your industry7? - &
me, (o, KARTHIKA 20 movie kanuamn Tl downid ayills - va

Google Security alert - New device signed in lo anwarhsgkochil 2 aphigriad

Figure 6.2
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Step 3After logging out open task manager which can be found on the bottom toolbar of the
particular system. From the application Right click on Google chrome App and click on

‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path

Cplions

Processes Performance App history Startup Users Defails Services

% 38% 1% 0%
are Status CRU. | ATy Disk Metwork
Chemping process > )
Apps (3)
_ The file haz been successhully creabed
~ i Firefox 5649 MB O MBS .1 Mbps
- Thae file = locabed at
ong Chlkersiamala\AppData\Local Tempifirefox DMP S5 ELAes Eritne
W@ Firefg 2772 MB 0 MB/fs 0 Mbps
@ Firefd 14.9 MB 0 piB/s 0 Mbps
W Firefg 321 MB O MBS 0 Mbps
& Firefox 05 36.9 MB MBS 0 hbps
@ Firefox 0% Tod 4 MB o hBSs 8.1 Mbps
[ McAfee WebAdvisor 055 3.0 MBE O MBS 0 Mbpe
=54 Tack Panager ga% 231 MB 01 MBS 0 Mbps
m WS Writer {32 bit) (23 05 T4 MB O MBS O Mbps
Background processes (96)
[ 54-bit Synaptics Pointing Enhan. 0% 0.5 MB O MBS 0 Mbps
& Application Frame Host (158 1.2 MB O MBfs 0 Mbps
= nn;—ir\.ll—_Car\-li—-a (4 o8 14 KAR AR fe AN o
Fewar details End task
Figure 6.3
Step 4L ocate the Dumpfile in your PC
il | + SearchTools  chrome - Search Results in Temp — ] o
Fie Home  Smare  View search 2]
« 7 | 5 Search Resultsin Temp > v & | chramd ®
Pl e 9 chromeDMP [ate modified: 14-02-2020 1555
ChlzershadminAppDatat Local\Terp Type: DMP File Size: 165 MB
[ Decktop
& Downloads
“ Documeants

[E] Pictures
1
am
Mew folder
System 12
T This PC
2 3D Dhjects
I Desktop
= Documernts
& Downlcads
D Music
|| Pictures
B videos

i Local Disk (L}

o Metwork

1 item

Figure 6.4
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Step 5Open the specific Dumpfile using WINHEX tool

Specialist  Options  Window  Help

LR

5 6 7 4 '9 14 13 32 13 14
75 64 65 20 3C 63 6F T3 T4
23 &8 6E 63 &C°TE &4 &5 20
DO0CO032 |74 72 6% 6E 67 3E OD OR OD OA 20 75 73 69
0CDODCdE |20 €E 61 €D €5 73 70 61 63 65 20 73 T4 64 nameapace acd:
DODODOSA | DA 20 0D CA 30 63 EE 74 20 €0 61 €3 GE 28 int main{)
0ODCOCED |75 CD OA 20 0% OD OA 20 09 73 74 72 69 6E ¢ = g
20 30 27 22 22 3B username = i
20 70 61 73°73 7T STIINgG pRsawor
0 20 09 &2 6F &F 4= ey bncl
DODCD144 | 6C €F €7 €3 6E 53 75 63 63 65 79 73 20 AD loginSuccess = £
000C0160 1 08 90D OA 20 03 63 alaes cou
DODOOLTE 57 &5 6C €3 &F &0 £ ik "hitWeloome!
popeois2 6C €F €7 €9 6E 20 Please login be
00000208 22 38 OD QA 20 09 Low. Anhn™;
DeDenzid 03 09 63 &F 75 7% dot gout <
DODOO2 4T 61 6D 65 3A 20 20 < "Username:
0C00D256 69 6E 20 3E 3E 20 "3 cin >> us
0ope0272 OR 20 0% 09 €3 6F 7 BINATe COUT
DODEOZEE |20 3C 3IC 20 T3 77 BF 7F 64 3R << "Pasaword:
boooD304 |20 20 22 3B 20 €3 &9 €E 20 3E 3E 20 b cin 3>
30 0D QA 09 09 20 OD OA passvord:
65 72 6E &1 6D §5 20 3D 1f (username =
63 61 71 £B &F £3 68 69 = "Anwarhagkochi
DOOCD368 |31 32 61 70 7 12aprfomail , com®™
0C0OD3E4 (20 26 26 29 && pasaword ==
DODOD400 |22 EC 6B 74 Tlitclehoonigan™
000CD416 |29 20 7B OD )t cout <<
0C00D432 (20 22 5C €E 73 73 66 75 6C £C 20 €C "inSuceasfull 1
DQDOD448 | G6F 67 65 6E 22 3B OD 0 09 09 20 09 oginhmhn
DODOD464 | 6C EF 67 69 63 5 73 73 20 3D 20 74 loginSuc -
DooC04E0 |72 75 65 3B 20 7D OD OR 0§ 09 20 65 rue; 3 e
DCDCD496 | 6C 73 65 TB 20 09 63 €F 75 74 20 3C lael COUL £
DOOODERZ | 3C 20 22 43 7F ES B3 T4 I0 5C BE 27 ¢ "Incorrect \n"
000C0S28 | 35 OD OA ©39 6F 75 T4 20 3C 3C 20 22 cout << "
DODCOS4q [ 74 T2 79 240 6E 22 3B 0D OA 99 09 20 crxy again™:

Figure 6.5

&

| SEEEAr | &

109 |- & x|
[unregistered]
dump.cpp
Ci\Userst LENOVO\ Documents
File sz LEKE
B34 bytes.
Drefault Edit Made
State: ariginal
Undo leve: o
Undo reverses. nia
Creation time: 16-02-2020
110
Last write tirme: 18022020
213448
Aktributes: A
lcors: i
Made Test
Offzets: decimal
Bytes per page: 354162 560
Window 1
Mo of wind pws: 1
Chpboard: available
TEMP folder: 37.0GB free

ers\LENOVD AppDetsiLocal Temp

Data Interpreter [
S Bitg=): 35

16 Biiz): 26
32 Bik {=): 1.668.130,259

Step 6Click on find text option which can be found on the top bar of the WINHEX tool and

type in “password = “

WinHex - [dump.cpp] - g
Search Mavigation View Teols Specialist Opt Window Help g |_|&ly
Case Data ODpHY=F 2 BEE -+ 4 c@aqE ) | &
File  Edit d-urnp.l:pp|
Offse | 0 1 2 3 4 5 6 7 1314 15 F T A W
5000000D |23 69 EE €3 &C 75 64 65 €5 tinclude <icstrs e
DOOODOLE %1 6D 3E OD OR 23 6% 6% 63 6C 75 6% 63 20 3C 73 amr fincluge <= C:\Us;s\LENUVG\Do(umEMs
00000032 |74 72 €9 6E 67 3E 0D OA OD OA 20 75 73 €9 6F €7 tring>  using
00000048 |20 6E €1 €D 65 73 70 61 63 £5 20 73 74 64 3B 0D memespace std; File size 06KE
DO0C00E4 DR 20 OD OR 20 69 6E 74 20 ] 30 bytes
0COC00ED |78 0D OA 20 0F ©D 0A 20 09
0O000096 |75 73 65 72 6L 61 60 &5 20 Default Edit Mode -
i |20 09 73 74 72 69 L &7 20 State: ariginal
De0DCD1ZE | 6% 20 30 20 22 22 38 00 QA 24 ool Undo leve: [}
00000144 | 6C 6F 67 €9 6E 53 75 63 63 =t v Ve e
00000160 | €1 6C 73 €5 3B 0D 42 20
DODEOLTE |74 20 3C 3C 20 22 3C 74 Crestian time, 16-02-2020
00000132 |20 50 6C €5 61 73 €5 20 15170
00000208 | 6C 6F 77 2E 5C 6E 5C 6E lastwitebme. 18402020
00000224 |20 09 64 6F 7B OD (2 20 J1tde
00000240 [3C 20 22 55 73 €5 72 6E i .
00000256 |22 3B 0D R 20 09 09 63 'I"“‘
00000272 |65 72 &E €1 &D 65 3B OD feans "
DOOCO2EE (20 3C 3C 20 22 50 61 73 Mode Tot
00000304 |20 20 22 3B OD CA 09 03 Offecte Sl
00000320 (70 61 73 T3 77 6F 72 64 5
Extes per page: 3316=360
00000336 |09 09 20 €3 66 28 75 73
0ODE0352 (30 20 22 41 6E 77 £ T2 Wiidene £ |
00000368 |31 32 61 70 72 40 €7 6D No.of windnws: i
00000384 |20 26 26 20 70 61 73 73 Cipboarc sxiilable
00000400 |22 6C €3 74 T4 6C 5 68
DODOO41E |25 20 T OD OB 9 0% 20 03 63 6F 75 TA 2033 ) ¢ cont << 11 e 378 G free
000CO432 (20 22 5C €E 53 75 63 65 73 73 66 75 6C 6C 20 6C  "\nSucessfull 1 ersi LENCH O Aotz Local Temp
D0OCD44E | 6F 67 69 6E 5C 6F 5C 6E 22 35 0D 0B 03 09 20 49 ogim\minT;
00000464 | 6C 6F 67 69 6E 53 75 63 63 65 73 73 20 3D 20 7¢ loginSuccess =t
00000480 |72 75 €5 3B 0D OA 99 03 20 70 0D 0A 03 99 20 €5 rue 1 e
00000496 | 6C 73 €5 7B 0D OR 09 09 20 09 63 €F 73 74 20 3C lse{ ot € Data Interpreter
000C0S12 (3C 20 22 49 6E €3 6F 72 72 65 63 74 20 5C 6E 22 < "Incorrect \n" 33t 3
PODODSZE |35 0D OB 93 03 20 03 63 GF 7572 20 3C 3020 22 cou 15%};]; 35015
DODCOS44 (74 72 79 20 61 67 61 63 6% 22 3B 0D OA 09 09 20 txy again®: v 3280 (=) 1,068180,259
Pagelofl Offset: L =33 | Block: niz | Sizex wd

Figure 6.6
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Step 7Click on okay button to see the results

i
=

H @ | SR Ap | #
3 1415 S5IT = ]
DoDoODE 5 00 remespace scd: e e ereel]
00000064 | OR 20 74 20 60 61 &9 20 int mainf) R
000C0GEC | 7B 0D n 20 09 73 T4 72 20 1 string
vl 7B 73 83 20 3D 20 22 A username = "7; File 2z LEKR
20 08 &7 20 70 61 73 7% string pesswas 59 bytes
64 20 00 OR 20 0% 62 20 d=""; kool
6C &7 53 63 65 75 73 6 Default Edit Mode
&1 &C 20 03 an o Z0 75 State: anginal
74 20 74 57 E5 6C €3 21 Unds fevel: o
20 50 6C €5 20 6C 5F &7 42 &5 o et W
&C eF 77 z (-8 22 38 0D OA s
00000224 |20 09 64 €F 7B OD OR-20 09 09 63 4F 3t dey cout € Crestion time: 16-02-2020
00000240 | 3C 20 22 55 ] 51 €D 85 3A 20 ¢ "Userpame: 131710
nononzsE 22 38 63 £ 20 3E LR ein 3> us \astais B
DoooO2TZ | EE T2 on 20 09 69 74 mrname: cout
20 3C 3 20 1 79 77 6F 72 20 << "Passwosd:
20 20 22 38 A0 OR 0% ©F 20 £3 63 £E 20 ™ cin 3> e A
70 72 65 38 oD oA a3 D 0 pasmeord: Icons L
as 95 73 65 92 6E €2 3 if fusesnane = Wiade Tea
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26 73 D20 &5 pasmswszd =
22 &5 22 "litclsmoenigan® Windau #: 5
2 i s M. of windcws: !
jenuossd (20 i e Chphaard ausilable
00000448 sc
Gt sy s i TEM folder: 38368 e
oopooags |72 ae & 7 e LENOVO Applists'\Local' Temp
as ac <
6F 7T 22 < "Incorrect \n"
as 22 2 cont <€ "
61 20 tzy again®: Data Interpreter
oo 28 ¥ twnileg o
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i £ Syaten > i 1560 TE 376

|
| Page1af2 333-423 | Sz ul
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Laptop 7: Acer aspire 3

Step 1Take GMAIL in Google Chrome and login using your credentials

Google
Anandhakrishnan AG

@ srendhukembadiperumentg

Figure 7.1

Step 2Login to your account and logout after a minute or two

M Gmail Q. searcn mal - oz @

O- e i ~50:01 2239 O
F Compose

O Primary - P
L Inbox 1964
# Starred HDFC ERGO Car Insur. Enhanced Coverage for your car with Zera Depreciation - anandhukambadiperumon ¥ 2:57 PM
@ Snouzed Indeed 1 new the indian navy vacancy - Royal HaskoningDHV has an opporiunity for you! 1210 PM
=  Sent =
O +r credi Zero Joining Fee on Multiple Cards - anandhuk 10 YU E-11E 08 u O
B s
® 0 Jrash Amazon Business Buy Mow, Pay Later in Installments - umon Yo 020 1115 4M
map}i Tras|
Religare Health Ins. your Family might need this commitment from you! - & on You 947 AM
account-noreply Reset Your Adobe ID Password - Dear ANANDHAKRISHNAN AG, Ta reset your password, click this T8 AM
Junglee Rummy Coupon Code inside for Rs. 5,000 Welcome Bonus - anandhukambadipsrumen Your e T:58 AM
Criminolo., Adithyan 2 Intimation about National Conference on Forensic Science- 20th & 21st March, 2020- Reg. - Hal, Gf Fen 13
[ Forensic Scienc
Indeed 1 new the indian navy vacancy - Roya unity far youl Feb 13
KENT RO Official Assuredgift worth Rs 3000 on every purchase I HIF & Fan 13

Figure 7.2
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Step 3After logging out open task manager which can be found on the bottom toolbar of the
particular system. From the application Right click on Google chrome App and click on
‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path

1 pd
File Options View
Processes  Performance App history Startup  Users Details  Services
g 7% 50% 3% 1%
Marne Status CRU Memory Disk Metwork | P
. ~
AFJ;JS (4 Dumping process *
v @ Goog The file has been successfully created. o 143.4 MB 0.7 ME/s 0 Mbps
€ Goo| Thefieislocated at: 2 1.4 MB 0 MEB/s 0 Mbps
o \ i \
€ Gool Callzers\ Admin‘AppData‘Local Tempchrome. DMP oo SaME 0.1 MB/s 0 Mbps
€ Goo 0% 2.3 MB 0 MB/s 0 Mbps
@ too 0% 465MB OMB/s  OMbps
€ Google Chrome 0% 6.2 MB 0 MB/s 0 Mbps
€& Google Chrome 03 783 MB 0 MB/s 0 Mbps
[iw Microseft Office Word (32 bit) 0% 17.1 MB O MB/Ss 0 Mbps
17 Task Manager 0.3% 17.6 MB 0.1 MB/s 0 Mbps
rm Windows Explorer 03 41.0MEB 0 MB/s 0 Mbps
Background processes (34)
[ Adobe Acrobat Update Service (... 0% 0.3 MB D MB/s 0 Mbps
B8 Adobe Reader and Acrabat Man... 0% 21 MB 0 MB/s 0 Mbps
8z Annlicatinn Frame Hnct % 1.7 MR N MR/= 0 hhne Y
€ >
Fewer details End task
Figure 7.3
Step 4Locate the Dumpfile in your PC
[ ] ¥ Search Taols <hrome - Search Fesufts in Temp e o =
File Hame Snare View search L]
« 4+ M+ Search Results in Termp > w #& | chramd =
# Quick ecems 7 ehrome DMP Diate mochiied: 14-00-2020 16:55
| ChUsersvadminiAppDatat Local\ Ternp Type: DMP Fle Sizes 165 MB
9 Desktop
& Downloads
& Documents
&) Pictures
:\lntl\-fnluaz
System32
W This PC
¥ 3D Objects
B Desktop
Documents.
& Downloads

B videos

ey Loeal Disk{C2]

& Network

Figure 7.4
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Step 5Open the specific Dumpfile using WINHEX tool

dump.cpp |
offaes |

oooopona | @
DEDCOOLE | €
0oooDos2 |7
0000004 E
DODODOEY

DooeD1ZE
00000144
DODO01ED
000CD1TE
Do00D192
DODODZDE
DEO0D224
0oDC0240
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DEDO0ZTZ
ooDoD2E8
0ooeD30d
DODODZZD
DOOCDIIE
00000352
DoDoD3sE
000003e4
00000400
0ODOD41E (T3
DODOD43E
DO0CD448
00464
DODODAED
DODCD49E
DODCDSIZ
DL00DE
DODODE44

Page 1 of 2

w

29
oD

BMGS e ae
-
o

Btk

72 7

as
7B
49

09 o

2@

U5 Fle Edit Sesrch  Mavigation View Tools Specialist Options Window  Help
SRS i

&9

&1

Ta

#include ciostre
em> #include <=
cring> uaing
namespace scd:
int main{)

o 2
&5
£15
73

]

o4

ugername =
string pa=swor

A=

i

20
€5

bo

loginSuccess

alse; =

& << "\tielcom=!

Please login be

Lew. \nhn":
dad

< "Username:

cin 3> ue

oout €

password:

1f jusezname =
64 = "anandhulambad
iperumondgmail. o
om® L& password
== "gameoithrone
am | SOUL

75
&7
73
€6
20
&5

€C
7z
€F
5
5

o9

<t "AnSuoessfoll
loginhmin®;

loginSuccess =
troe; 1

09 20 &F
3 74
20
an

&3
&9

6F
EE

ac
as

o =35 Block:

Figure 7.5
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[unregistered]
dump.cpp
CAUsers\LEMOV O, Documents
File size: GEKE

E61 bytes

Drefault Edit Made
State: aaginal
Undo level: o
Undo reverses: na
Creation ime 16-02- 2020
151710
Last write time: 18-02-2020
21:48:32
Adtributes: A
lcons: i
Made Text
Offsets: decimal
Eivtes per page: 51 6=560
Windevs # 1
Ha. of wind ows: 1
Chphaard: aunilable
TEMP folder: 375 GB free

ers\ LENOVO Appliata! Local Temp

Data Interpreter
B Riefe) 35

16 Bit (=) 26,315
32 Bie (=); 1,680,180,255

nfa | Size wd

Step 6Click on find text option which can be found on the top bar of the WINHEX tool and

type in “password = “

WinHex - [dump.cppl

-] Search  Navigation  View Specialist  Options  Window  Help
Case Data DL 2 DEEEY HARGY LdoE P @ HEAY @
File Edit dump.l:pp|
DFfest | 0 1 3 3 4 § & 7 @ 5101311713141 R - Junregieteed]
63 6C 75 64 65 20 3C 69 6F 73 74 72 65 dinclude <iostre i
0D OR 23 60 BE 63 &0 75 £4 €5 20 3C 73 am> finclude <= A\ LENONO\Docament=
000032 6E §7 3E 4D 0 £9 62
EnonGeE ED 65 73 70 &1 4§ fibtn L6 KR
00000064 OA 20 69 6E 74 61 bytes
O0CDEEa 20 0% oD oA 20
00000036 72 €E €1 €D 65 Defzult Edit Mode
1 374 72 €9 6L §7 20 Thedolouing bt shing wil be ssarched:  |{SWDT State: ariginal
e s = !
00000144 7 69 §E 53 75 61 63 =1 Uik ety o
DE0E016D 365 3B 0D 4R 20 09 con
000C01TE 3C 20 22 5C T4 57 ome ! Creation time: 16-00-2020
00000192 65 61 73 65 20 EC . o be 137718
06000208 JE SC 6E 5C 6E 22 - Lt wibe e 1B00.2026
nono0Ie 7 7B 0D G4 20 09 ut < 24330
0O0DZ4D | 55 73 63 72 6E 1
00000256 Gh 20 08 05 63 &9 § s s A bite: =
O00DZT2 61 60 65 3B 00 OA 3 1 cout feons i
ngno0agE 2032 50 6173 73 G 4 Mode: et
00000304 3B 0D 04 0% 03 20 et ¥ Offests: desioal
DODO03Z0 73 77 BF 72 B4 38 i opes Wi Bytes per page: 6560
00000336 63 €628 75 73 65
00000352 61 FF £1 6F B4 63 7 Whickove P ;
00000362 72 7 €D €F 62 40 o b g i 1
0000035 20 26 26 20 70 61 f ———d Chgboard: sisilable
22 87 61 &0 63 A A e r o
0000041 20 75 0D OB 03 03 20 03 €5 6F 75 74 20 LM Ealder HA M free
00000432 1050 BE 33 T3 63 £5 73 T3 ers LENCV O AgpDate' Local Temp
00000448 67 4% 6E 5C 6E 5C €E 22 3B
06000484 6T §7 €0 6L 53 75 £3 63 £5 7
DODO04B0 75 65 38 0D D& 04 03 20 70
0O0O049E 73 65 78 0D OX 09 69 20 09 Diata Interpreter |
00000512 9C 20 22 49 6E 61 6F 72 72 65 =T
HO0ODETE 38 0D OR 08 0% 20 00 &3 &F 75 ik i 705
00000544 7278 20 €1 67 61 69 6E 22 v 2B (e)s 1560100250

Figure 7.6
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Figure 7.8

EN S

330421

[unregistered]
dumpepp
CUsers LEMOVD: Docurments
Fila iz L)
bytes
Default Edit Mode
Shatu: erigginal
Unde lewel: o
Undo reverses: nfa
Creatron time: 16-02-2020
5D

Last write sien

Attribiutes A
lears: o
Mode: Tt
Offsets: decymal
Eytus per page: 3541 6= 580
Windaw # 1

M, of windows: i

Cliphaardh w8
TEMP folder 378 G free
e\ LENOVO \AopDats\Localh Temg

Diata Interpratar

123

3,851

151,653,755

| mze: i
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Laptop 8: Iball marvel 2

Step 1Take FLIPKART in Google Chrome and login using your credentials
v ‘ '

B flipkarteom

Logln .;.%llkséar._ﬁ:;g mall com
Get access 1o your

Orders, Wishlist and
Recommendations

New to Flipkart? Create an account

Figure 8.1

Step 2L ogin to your account and logout after a minute or two

Men Women Baby & Kids Home & Fumniture Sports, Books & More Dffer Zona

India's 1** Snapdragon 865

1ster Performance

Deals of theDay = 24 40 Left m 4

—_
17=-21% Feb

Samsung AS0 at ¥12,999
realme XT From ¥14,999

Explore All Deals

> .

Figure 8.2
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Step 3After logging out open task manager which can be found on the bottom toolbar of the
particular system. From the application Right click on Google chrome App and click on
‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path

gha Task Manager = B8
File Options View
Processes Performance | App history | Startup | Users | Details | Services |
29 28% 44% 40% 0%
Mame Status CPU Memory Disk Metwork
~
Apps (6)
Dumping process | = || o Stk LRt D:hihps
The file hae been succeesfully creatad. | L% S A I ARG OMbps.
= = N L e o9 35.0 MEB 0O MBE/s 0 Mbps
ChUsershLENOVO App Datatlocalh Tempichrome (23.DMP 0.6% 10.2 MB O MEB/s 0 Mbps
0% 53.8 MB O MEBES= O Mbps=s
Ik
— 0% 4.6 MB O MB/s 0 Mbps
Background processes (57)
@) 54-bit Synaptics Pointing Enhan... 0% 0.4 ME OMB/= 0 Mbps
& [ Adobe Acrobat Update Service (... 0% 0.5 MB 0 ME/s 0 Mbps
BES ~dobe Reader and Acrobat Man... [ 2.1 BB O MEBE/s 0 Mbps
LL Avast Antivirus 0.1% 18.6 MEBE L MBS 0 Mbps 1
[T Asvast Antivirus Service 0:19% 19.8 MB 0.1 MB/s 0 Mbps
L Awvast Behavior Shield 0.5% 15.5 MEB 0.1 MB/= i 0Mbps .,
l@ Fewer details End task
Figure 8.3
Step 4Locate the Dumpfile in your PC
B SearchiTonts | Ficturs Taah chiomeMB - Saareh Rssulss in Temp e x|
i search tanage L
= T ind = »°
ate Close
madified ertip: eaih
& = b 5+ Search Resultsin Temp = Vi & | chromeDME
" Favorites
0 Corcht
{n Oneliive
chizmeDMP |
{8 This PC sl
& D=skiop
£ Documents
& Dovnlaads
W M
M Videos
B Windawes .1 {C1)
(o M Valumme (D)
= Mew Volume 1
(e Mew Walume [F
€l Hetwork
Titem 1 item selected 200 ME [E

Figure 8.4
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Step 5Open the specific Dumpfile using WINHEX tool

U File Edit Search Mavigation View Tools Specialist Options Window Help 198 |- [5]
Case Data REEET  HARL Y S dHe ZEHm@mp @ | GEAr | &
file” Fdt
o 5 6 7 @ 9§ 1g13 32 13 14 15 - ;
2 75 B4 B5 20 3C 68 EF T3 74 T2 &5 [nciude cicatre e kil

000C0CLE | €1 €D 3E OD OR 23 €2 6 63 6C 75 6% €5 20 3C 73 am> finclude <= Al EHOVONDacamerts
DOOGOOSZ |74 T2 69 6E 67 3E 0D DR OD OA 20 75 T3 69 6E 67 cring> e ing
DODODC4E | 20 EE Bl ED £5 73 70 61 63 65 20 73 74 £4 38 4D File sizes 06KR
0ODONCE4 |DA 20 OD OR 20 69 6E T4 20 6D 61 69 &E 2E 29 30 B48 bytes
000000S0 | 7B OD DA 20 09 OD 0AR 20 09 73 74 72 69 &E 67 20
0D0COCSE |75 73 65 72 SE 61 €0 65 20 30 20 2Z 2F 38 OD OA nsername = "y Defaiie Edit Made
00000122 |20 02 73 T4 72 68 6E 67 20 70 61 73 73 77 6F 72  string passwos State: anginl
000001ZE |64 20 3D 20 22 22 SE 0D DR 20 09 62 6F 6F 6C 20 4= "7; ool Undo levet P
00000144 |GG 6F 67 63 GE 53 75 63 63 65 73 73 20 30 20 &6 loginSucesas = T Uindo reverses: nia
00000160 |61 6C 73 65 3B OD A 0 09 OD 0K 20 09 63 &F 75 alse; cou
000001TE |74 20 3C 3C 20 22 5C 74 57 €5 6C €3 67 60 €5 21 © <¢ "\uWeloome! Creation time: 16-02-2020
no0on19z 1 73 65 20 6C §F 67 9 6E 20 62 €5 Flease login be 131
0A000Z0E C EE SC BE 22 3B OD 0A 20 08 OO 0A  Lew.\mAm; Paslitire 16-02-2020
Do000224 E 0D OR 20 03 09 63 &F 75 74 20 3C  ded cout € ppr
DO0O0240 | 3C 20 22 55 73 65 72 62 61 €D 65 3A 20 20 20 20 < "Username: ;
DODODZSE 22 2B 0D GA Z0 09 48 &3 63 &F 20 3E 3 20 T5 73 7 on > us Artrirutes A
00000272 | €5 72 E 61 &0 €5 9B OD OR 20 0% 05 €3 €F 75 7% ezname; cout i -
00000288 |20 3C 3C 20 22 50 61 T3 T3 7T 6F 72 64 3B 20 20 << "Fassword: N T
DODOOZD4 20 &3 6% &E J0 3E 3IE ZD ) 7! oin ¥ Offsets: decimal
sonenIze 38 0D OB 9 09 20 OD Ok password: Bytes per page: Belh=560
00000356 &5 72 6% 61 £T §5 20 30 ir{username = 5
DODOD352 |30 20 22 41 & 62 65 6C 6B 73 3§ 34 40 &7 6D &1 = "Akhilic=cdfgma Winciene :
DODODI6E | 69 6C ZE 63 G6F €D 22 20 26 26 20 70 €1 73 T3 77 il.com® &6 passw it o ¥
00000384 | 6F 72 64 20 SD 3D 20 22 41 6B 63 69 6C 62 TS 69 ord = "AKRilbul Chpboard swailable
00000400 | 6C 74 22 23 £0 7B 00 9A 09 03 20 93 63 6F 73 T4 1t7) I cout
DOOO04%E |20 SC 3C 2q 22 5C £€ 59 75 €3 65 73 T4 66 75 60 <€ =\nSucessful TEM® Folder: 37.8 GB free
00000431 | BC 20 6C 6F 67 69 EE 5C 6E 5C 6E 23 3B 0D OR 09 1 Legim\m\n": PEALERCRO A Dl ical hemp
0U0ON44E |09 20 09 EC EF 67 £% 62 53 75 63 £3 65 73 73 20
0OOCO464 |90 20 74 T2 75 BC 9B OO OR 09 09 20 7D 0D QR 03 - }
DODC04ED 0% 0D DI 20 02 §3 6F 75 =lsel cou
00000496 49 63 6F T2 72 €5 63 T4 20 © << "InCOrrecc Data Interpreter
DoDODEL2 as ¢ 20 09 63 &F T5 74 20 3C \n"; eout € S&N:]: 35
ognonsze 20 67 61 69 6E 22 4B 0D 0L < "ty again®; 16 Bit (<) 26915
00000544 (09 59 20 7D 4D CA 49 03 20 40 0A 09 TD 77 62 49 1 Tahl  w 30 Bit = 1.666,180.259
Paae 1 af 2 Offzet: ] =35 | Blacke niz | Size: ik

Figure 8.5

Step 6Click on find text option which can be found on the top bar of the WINHEX tool and
type in “password = *

WinHex - [dump:.cppi

Search View

Opticns

Case Data ORpHZ= R & | A | &
File  Edit dumpcpp|
offaet € 7 B 910111213 14 1§ ;
64 €5 20 5C £9 6F 73 74 72 63 | $include <ioatre o tegpieed]
63 € 63 6C 73 6 63 20 30 73 am> Hinclude <3 v
0D Ok a0 OA 20 75 73 &% €E &7 | tring>» uaing
TO €L &3 &5 20 73 74 &4 3B 0D namespace =td; Filie size: LAKB
00000464 6 74 [} 536 biytes
00000880 A 20 ng
§ e : Defati it Mode
62 &7 20 Thefdiosngiot smg wil be searchad. | =0T State: wiginal
3B 0D OA 3 M— ool \ndo leve: o
e 2y T———————— | g=°F Undo reversss nfa
OR 20 09 O MMEEB con R
. 5F 74 51 é 'AS-SIU'-Cod:pugc_v ome Creation time:
EC ES 61 73 B3 20 f: - ijlhelﬁ;aaw'ﬂcad' In be
17 2E SE €E 5C 6E 27 3 lastwiteBne 18022020
cserrmaponan ap df  LIVhekwechay it < 23348
2255 T3 65 T2 62 41 4 )
0D 0% 20 03 03 65 €3 6 g Al A
G €1 5D 65 38 0D O0A 2 cout ieoms 0
3 20 72 50 61 73 73 i Mode: Tt
22 9B 0D OA D3 03 30 4 s e decimal
17373 77 6F 72 64 3B § At acpie 156550
20 69 66 25 T3 73 €5 me -
3 27 41 6B 65 63 60 65 1 —— fema ooy 1
59 6C 2 63 GF 6D 22 20 24 2 cned | @uen| 5 H- ity o !
6F 72 64 20 3D 30 20 22 41 § - — fina: Clpboard: g
6C ¢ 22 20 20 7B DD OA Q9 (S P
20 3C 3C 20 22 5C 6E 33 75 63 €5 73 73 66 75 6C| <¢ "\nSucessful TEMF folder 378 G free
6C 20 6C 6T &7 €3 62 50 6E 5C €E 22 35 0D 0A 0% | 1 logininim™; e NG ppClte sl e
0% 20 D9 &C 6F 67 69 E 53 75 &3 63 65 T3 V3 20 loginSuccess
3030 74 72 T5 65 3B 0O QA DY 03 20 700D 04 08 | = tro ¥
09 20 65 6C T3 65 TB 0D QA DI 09 24 00 &3 €F 75| elas( sou
T4 2D 3C 3C 20 22 48 £E £3 6F 72 72 £5 63 74 20|t << "Incorrect Data Interpreter |
5C 6E 22 35 0D O& 03 03 20 09 €3 6F 75 T4 20 3C | \o": couE € sE1E 3
3C 20 22 74 72 79 20 &1 67 61 €9 Of 22 30 0D GR | < "CIY again’; T6 Bt 26915
08 05 20 70 0D 0A D9 03 30 0D OA 09 70077 &R 61| ) iy 28] 1568 150259
Fane 1 of (Offzen o =35 Block: nfa i Size ird

Figure 8.6
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tep 7Click on okay button to see the results

rch Nevigation View Tools Specielist Opbons Window Help
Case Data DRESxE B BEREBRN | AMBRGYE -5 Sddmf | MEA M
Fle  Edit dumpete |
orraet E D 11 1z 13 11 ANST ASTIT i
03000006 0 22 22 58 4D
51 73 73 77 6F 7
20 19 62 6F 6F 60
&2 7 73 73 20 30 20
65 38 0D DA 20 00 0D QA 20 09 63 &F
3C 20 22 5C 74 57 65 6C 63 & £5 21 |t o< "\cHeloome
5 61 73 B5 20 6C 6F &7 63 65 20 62 65 FElease login be
; 2E 5C €€ 3C 6E 22 38 OD OX 20 08 0D OR | low.\nka®;
£F TE OD DA 20 00 09 €2 6F 75 74 20 2| dof cems <
sc 20 22 2 50 5 3A 20 20 20 20 | € "Username:
0000256 22 3B 0D 8 5% 3E 2075 73 M cin »> us
00000272 |65 72 &F 08 £3 &F 75 T4 | ermeme; =
10288 20 3C 3C T2 B4 3 20 70| << "Pasaword:
20 20 22 6% 20 3% 3E 20 " cin >
0 62 73 0% 09 20 0D OR | passwocd;
03 a3 20 51 20 30 1t {Gaername =
sD 20 22 53 £D 81 = "M¥hilkseifana
59 6C 2E 70 73 77| il.coa™ 55 pass
5 72 54 53 7563 | ord == "Aknilbu:
7 03 £3 6T 75 72| 1o | cout
22 5C6E 53 75 73 73 66 75 6C| < "ynSucessful
67 &3 GE 50 4E 22 A 08| L Logintnin®:
§T €7 53 6 53 63 §3 73 73 20 loginduccesa
75 5 3B 0D OA 20 A 02| = true; ¥
73 65 7B 0D 0 20 € 15 e
20 22 49 6E 63 6F 72 72 71 20| © ¢¢ "Incorrect
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D 0& 03 93 20 0D 0A D3 EERCE
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Figure 8.7
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[unregistered]
dumg.cpp
Ci\Usersi LENOVO\Documents
File siz= G5B

46 bytes

Default Edit Mode:
State: sriginal
Undo level: 1}
Undo reverses: wa
Creation lime:
Last write tome:
Attributes: A
leons: o
Meod= Text
Offsets: decimal
Bytes per page: 351 6=360
Window 7 1
Ma. of windows: !
Clipboand: available
TEMF folder: 374 GB free

ers\LENOVO! AgnDistal

ocal\Temp

Diata Interprater
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Laptop 9: Acer aspire 5s

Step 1Take GMAIL in Google Chrome and login using your credentials

B acoounts.goaglecom/Sgnin/v/sl/owd?s

Google
AGAACY SILVI

€} sot3cy@amail.com v

Figure 9.1

Step 2L.ogin to your account and logout after a minute or two

Promaticns [ETT

Google Security alert - New di gned in o a @gmail. com Your Google Acoount was

Swiggy Ready for some Flavours of Love? () -Dont w lousness in your inbox? L

349 PM

Feb 13

r Adithyan S kumar Fwd: Intimation about National Conference on Forensic Science- 20th & 21st March, 202. 8 3§ = 0

Swiggy Got & birthday? - Don't want deliziow 1 your Inbox? Unsubscribe here
Swiggy Something BIG is coming your way! @ - Don't want deliciousness inyour inboy? Unsubscribe here
Swiggy How would you like a free iPhone 117 (@ - *The zpply | Wi
Payoneer Learnings from China: Next frontier for global e-Commerce - Hi
Swiggy Yo Agaacy, when's your birthday? - Do
Swiggy Your next meal ticket lies here! G - Don't want deliciou
From the (food) minister’s office [ - Don't want deliciousneas in your inbox? Linsubscribe here

Enable deskiop notifications for Gmail OK N
Pssl... do you like birthday presents? - Don't wanl deliciousness in your inbox? Unsubseribetere

Figure 9.2
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Step 3After logging out open task manager which can be found on the bottom toolbar of the
particular system. From the application Right click on Google chrome App and click on
‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path

= Task Manager e SR
File: Options View
Processes | Performance | App history | Startup | Users | Details | Services
- &% 16% TO%% 02
Marme Status CPU Memorny Dizk Metwork
Apps (&)
Dumping process Ex 0% 2.5 MB 0 MB/s 0 Mbps
The file has been successfully created. 0% 40.2 MEB 0.1 MByss 0 Mbps
The file is located at: 0.1%% 34.9 MB 0 MB/s 0 Mbps
- B 3 " N W RO
CAlserst LENOVO W AppDatah LocahTemp Y WINWORD . DMP 045 a7 ME 0 MBS 0 Mbps
& D298 57.2 MB 0 MBS 0 Mbps
oK ]
0% 4.6 MB 0 MB/s 0 Mbps
Background processes (56)
@] 64-bit Synaptics Pointing Enhar... 0% 0.4 MB 0 MB/s C Mbps
[ Adcobe Acrobat Update Service (... 0% 0.5 MB 0 MB/s 0 Mbps
ES ~Adobe Reader and Acrobat Man... 035 2.1 MB 0 MEBfs 0 Mbps
L Avast Antivirus 0% 19.6 MEB 0 MBfs 0 Mbps
[®77 Awast Antivirus Service o.1% 21.6 MB 0.1 MB/= 0 Mbps
2L Avast Behawvier Shield D22 16.0 MEB O MBS 0 Mbps | .
@ Fewer details End tacsk
Figure 9.3
Step 4Locate the Dumpfile in your PC
=l

i

= modied- o Ofherproperies = [ save

€ = £ b SesrchResultsinTemp s with  wimwar

T Favorites

€3 Catent

i Omelinve
WINWORD.DMP
1% This PC '
& Desktop
Documents
& Cownloads
& Music
&) Pictures
8 Videos
e Windowes 5.1 (C)
= New Valume [2:)
i New Volume [E5)

L Miw Valume (F

i Metwork

lTitem 1 item selecked 222 BB E= g

Figure 9.4
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Step 5Open the specific Dumpfile using WINHEX tool

U5 File Edit Search  MNavigation View Tocls Specialist Options Window Help 188 [ Isl
t RMEBERY  HARNK W SEHpmp @ | BEAP | &
file” Fdt
o 4 5 6 9 @ 9 16 15 32 13 34 16 - 7
22 6C 75 €4 65 20 3C 63 EF T3 74 T2 £5 #include ciostre AR Etegsenl

000C00LE |61 6D 3E OD OA 23 69 6E 63 6C 75 64 65 20 3C 73 sm> $includs <= il et EHONEA Documents
DOOGOOSZ |74 T2 69 GE 67 3E 00 DR OD OA 20 75 T3 69 6E 67 cring> vaing
DODODC4E |20 BE 61 ED 65 73 70 &1 63 65 20 73 T4 &4 38 OO File size: 06KR
0ODONCE4 |DA 20 OD OR 20 69 6E T4 20 6D 61 69 &E 2E 29 30 B3 btz
08000080 |75 CD OR 20 09 OD OR 20 ©3 73 T4 72 69 &€ 67 20
0D0COCSE |75 73 65 72 SE 61 €0 65 20 30 20 2Z 2F 38 OD OA nsername = "y Defaiie Edit Made
000C0112 |20 02 73 T4 72 €2 EE 67 20 70 €1 73 73 77 6F 72 string passwos State: anginal
000001ZE |64 20 3D 20 22 22 SE 0D DR 20 09 62 6F 6F 6C 20 4= "7; ool Undo levet P
DODOD144 | 6C BF 67 €3 GF 53 75 63 63 &5 73 73 20 3D 20 §6 loginSuccsas = f Undlo reverses: nia
00000160 |61 6C 73 65 3B OD A 0 09 OD 0K 20 09 63 &F 75 alse; cou
00000176 |74 20 3C 3C 20 22 5C 74 57 65 6C 63 6F 60 63 21 © << "\uWalcome! Creation time: 16-02-2020
DODONi92 |20 50 6C €5 61 73 €5 20 6C &F 67 69 6E 20 62 65 Please login be 131
0O0O0Z0E | EC 6F 77 IE 5C EE SC G 22 3B OD OA 30 08 OD 0A Lew.\m\m®; FaskrE e 16-02-2020
DOOC0IZ4 20 03 64 6F 7B OD OR 20 09 09 63 &F T3 74 20 3C  ded cout < 2000407
DODO0Z4D | 3C 20 22 55 73 65 72 BE 61 6D 65 SA 20 20 20 20 < "Username: ;
DODODZSE 22 2B 0D GA Z0 09 48 &3 63 &F 20 3E 3 20 T5 73 7 on > us Artrirutes A
00000272 | €5 72 E 61 &0 €5 9B OD OR 20 0% 05 €3 €F 75 7% ezname; cout i -
0000D2EE |20 3C 3C 20 22 50 €1 T3 73 77 6F 72 64 3A 20 20 << "Fasaword: Mode ek
DODOOZD4 Z0 20 22 2B OO QA 05 O3 20 &3 6% &E J0 3E 3IE ZD ) 7! oin ¥ Offsets: decimal
000C0SZ0 |70 61 73 79 77 6F 72 €4 9B 0D OR 09 09 20 OD Ok | password: Bytes per page: Tulfi=560
0000N3ZE 09 05 20 €9 66 28 TE T3 63 72 6 £1 6D 65 20 30 if (username =
DODOD35Z | 30 20 22 41 &7 31 33 63 79 40 67 &0 61 £3 &C ZE =~ "Agl3cyfgmeil. Winciene :
DODODY6E | &3 6F 6D 22 20 26 26 20 70 61 73 73 77 6F T2 64 com" &k password it o ¥
00000384 |20 3D 3D 20 22 39 38 34 36 30 36 38 36 == "9E4606EELT" Chpboard swailable
00000400 (23 20 7B 0D OR 03 03 20 03 63 6F 75 T4 I oo
D00604LE | 20 5 79 73 66 75 6C "\mEucesafull TEM Folder: 37.8 GB free
0g000432 22 3B OD OR 02 09 20 03 ogimininT; SLERCR App Dl iacal hermp
DGDOD44E | 6T 6F 67 €9 6F 53 75 63 63 65 73 73 20 3D 20 7% loginSuccess = ©
00000464 |72 75 EC 2E OD OA 09 09 20 70 OD 0A 09 09 20 &5
DODCO4EC | 6C 73 65 TH 0D OR 09 09 20 09 3 6F TS 74 20 iC
00000496 | 5C 20 22 49 6E 69 6F 72 T2 65 63 74 20 5C 6E 22 Data Interpreter
DoDODEL2 6F 75 T4 20 3C 3C 20 27
ognonsze 3. 62 22 3B OD OR 09 DI 20 12:‘;:3: 3;915
00000544 |70 OD OR 09 95 20 0D A 03 7O 77 £8 63 6C 65 28 v 32 BiE (= 1666,180,295
Paae 1 af 2 Offzet: ] =35 | Blacke niz | Size: ik

Figure 9.5

Step 6Click on find text option which can be found on the top bar of the WINHEX tool and

type in “password = “
WinHex - [dump.cog]

ch  Navigation View Tooks Specialist Options
Case Data OpHY>E 2 -+ cop@f B FEAY &
File Edit ﬂump.cpp|
Offser. |0 1 2 3 4 5 6 7 8 9101132133415 [ I A fureegistered]
00000G00 |23 63 6E 63 6C 75 64 63 20 3C 63 6F T3 74 T2 65 kinclude <iootre i
00000016 |61 o0 OR 23 &% 6E 75 84 83 q wclude <=
300CO0L6 |61 €D 3E CD GR 23 €5 G2 63 EC 75 &4 €3 20 3073 am fanclude ¢ Al ENOVO Documents
DOO00032 |74 72 65 6E 67 3E 0D OA OD UA 20 75 T3 69 6E 67 trimg>  wveing
DODODOSE |20 E 61 6D 65 73 70 61 63 65 20 73 T4 64 38 00 namespace std; File size (16KB
DODO0OEY | DA 20 0D OA 20 €9 6E T4 i 43 bytes
0O0C0ORG | TR OD DA 20 0% OD OR 20 ing
0GOODGYE |75 73 65 72 6F 61 60 63 : Defaul Edit Mode -
DODOD11Z 20 03 73 74 T2 €3 €E 67 20 % Thednlwingtet ding wil e ssamhes:  [5W0T State: criginal
0000128 (64 20 90 20 22 22 9B 00 OX 3 @ ol i ek 0
00000144 | 6C EF 67 £9 6E 53 75 63 63 = il e i
000001 1 673 65 3B 0D 0B 20 08 cou
000001 74 20 3C 3C 20 22 5C T4 57 e | Ceeation lime 16-02-2020
00000192 |20 50 6C 65 &1 73 &5 20 6C 5 o be 15
HODO020R |60 6F 77 E SC 6E SC &R 22 lastwitetie 1502-2020
00000224 |20 03 64 6F 7B OD 0B 20 08 O ut < T
0ODODZ40 | dC 20 22 55 12 6 6L o
|22 2B 0D 2 20 03 05 63 &3 ERE] AU B
00000272 |85 72 6F E1 0 65 3B OD OR 3 i mout fears i
DOOODZER (20 3C AC 20 22 50 61 73 73 e, i Made Tee
0O0OD304 20 20 22 3B OD OA 09 03 20 > Offsste: decimal
- = _ . aich in df cpen W
0000320 |70 €1 73 73 77 €F 72 64 3B %
E e Extes per page: 33utb=300
0509 20 €9 66 28 75 73 65 7 e s =
130 20 22 41 67 31 43 631 79 4 m— :‘“"‘;"”_‘“‘ﬂ 1
= F—— B 0. of windows:
2 63 6F 6D 22 20 26 76 20 '3': AL | Gl @t :;::
£ = Cliphoard: available
000on4ng | I Bt et €€
00000416 73 73 B8 75 6C 6C 20 60 "\nSucessfull L R
00000432 22 38 0D OB 0% 09 20 09 ogimimim®; ersLENOV G AppData!Locali Temp
Do0o044s 63 65 73 73 20 3D 20 ¢ leginSuccess = €
00000464 20 75 0D 0A 09 09 20 65 roe: 1 &
00000480 20 0% B3 6F T3 74 20 30 Ise{ cout €
0000436 T2 €5 63 T4 20 5C 6E 22 < "Incorrect ‘\n" Data Interpreter |5
00000812 6F 75 74 20 3C 3C 20 22 ; cout < " :
ABiE(e) 35
DO0GE! 27 3B 0D OR 08 20 cry again”:
{ j: [ iz f: 'JE 0z 03 09 fE try again': 68 e} 26515
00000544 03 7D 77 68 B9 6C 65 2B } mlle| 30 B ) 1560180250
Pane t af 2 Offzet: i =35 Block niz | Sime wed

Figure 9.6
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Step 7Click on okay button to see the results

=_HIE Edit Search  Mavigation WView Tools Specialist  Options  Window  Help

T E- - T A = § =
Case Data 0w ¥ REBERERY  HAA >k e @& &
File Edit
or € 9 g 91615 %2 SCIT A et
DoDoODoDD £4 &5 20 3C 6% &F T3 #include <iostre
! 5 . 5 dump.cpp
000C00LE 62 62 69 60 75 64 63 sm» #includs <= AT T S—
LG 12 oD OA 20 75 73
Do 4B 5 631 &5 20 73 T8 File size: BEKE
DO000OE4 20 20 €D 61 €9 6 £43 bytes
0E0000ED 4] 09 73 74 72
e ———— . 20 3D 7o 23 2F Defaiit Edit Made
o2 20 70 61 73 73 string passwos State: snginal
20 0 20 09 £2 6T 1= bool Unelo levet: ¢
(54 63 £5 73 73 20 loginSucesas = Undlo reverses: nia
&C 03 0D 0& 20 02 alze: cou
20 5C 7 €5 6C 63 €F 1 © << "\tWelcome! Creation time!
o 73 €5 20 BC &F 67 £9 6F 5 Please login be
€E It GE 22 3H OD OA 20 A | Lew. \m\m®; FaskrE e
OD OR 20 03 09 £3 £F 73 ac|  dot ut <
€5 72 6E 61 €D 65 3A 2 20 < "Dsername: ;
o9 as &3 E 3B 20 75 73 "; cin s us Adtribstes A
€5 38 0D 02 €3 €F 75 7% =zname; cout i 4
50 €1 73 72 64 3R 20 20 << "Pasaword: Mode Test
1 QA OS5 03 20 &3 6% &E J0 3E 3IE ZD ) 7! oin ¥x Offsets: decimal
€F 72 64 9B OD OR 08 0% 20 OD Ok passwords Bytes per page: Tl 560
2895 73 63 72 6E €1 6D §5 20 90 if {username = ey :
40 &7 D 61 £3 &C FE = FAgl3cyfgmail. “""d““‘_’ -
€1 75 73 77 6F 72 64 com® 6 password it o L
4036 98 36 99 37 22 == "OB4606EELT" Chpboard swailable
£3
79 TEME Falder: 378 GB Free
e s e ers\LENOVE, AppDits\Lacali Temp
DUDODAE 85 loginsuccess = €
DE0e04E4 n rue; 1 =
DODOO4ED oz lzef cout <
65 < "Incorrect \n" Data Interpreter
75 3 cout <€ "
000en5E 22
| nopons4d 70 o
|
| Pace 1 af 2 206 =9 Black: 333 - 406 | Size: b
BIS e TIarme — T
=ETring DasSSwWwor
e DO e ool
IToginSuccess —
alse ChHORE

T == "hWciWelocome!?
Please login e
Low . aha™ s
e Dl oAt =D
= TS cormame T
gt AT I =
ermame s SRR
== PTPassword:
b —dE >
passwoaId s
A F {aosernannes —
= "mAgIlIcy@gmai .
com™ A&E&E password
o402 609 7T ™
3 H [tk T 5 ol i 3
ThynSucessEuilli 1
ogimhoho™:

JoginSuncce=ss —
e i o B ¥ =
I==4 oAt =0
= M"TIncorrsecikt W™
= A ==l o
Ty Sgain™ s

¥ Fwrkide |
Tl oginSucocess) o

==t aerm (™
=" - bl — ey e s
L B 3

Figure 9.8
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Laptop 10: Lenovo v145

Step 1Take FLIPKART in Google Chrome and login using your credentials
¥ } '

| flipkart.com

Login e

Get access 1o your
Orders, Wishlist and
Recommendalions

Request OTP

New to Flipkart? Create an secount

Figure 10.1

Step 2L ogin to your account and logout after a minute or two

Eleciranics TVs & Appliances Men Women Baby & Kids Home & Fumniture Sports, Books & Mare Offer Zone

Q00 3 g

1IQROO

i Quest Onand On

DealsoftheDay © o1 16 2oien m m

™ :-2-‘1_" Feb
Samsung ASD at 212,999
realme XT From ¥14,999

Figure 10.2
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Step 3After logging out open task manager which can be found on the bottom toolbar of the
particular system. From the application Right click on Google chrome App and click on

‘Create Dump File’. Within a minute a Dumpfile will be created along with the file path

gha Task Manager

File Options View

Processes Performance | App history | Startup | Users

Details SErvic_es:

29 28% 44% 40%
Mame Status CPU Memory Disk
Apps (6)
Dumping process | = || o B M O Knrs
The file hae been succeesfully creatad. L% S A I ARG
The file is located at: = 325 RAR D AR
ChUsershLENOVO App Datatlocalh Tempichrome (23.DMP 0.6% 10.2 MB O MEB/s
012 52.2 BB D MBS
Ik
— 0% 4.6 MB O MB/s
Background processes (57)

@) 54-bit Synaptics Pointing Enhan... 0% 0.4 ME OMB/=
& [ Adobe Acrobat Update Service (... 0% 0.5 MB 0 ME/s
BES ~dobe Reader and Acrobat Man... [ 2.1 BB O MEBE/s
LL Avast Antivirus 0.1% 18.6 MEBE L MBS
[T Asvast Antivirus Service 0:19% 19.8 MB 0.1 MB/s
L Awvast Behavior Shield 0.5% 15.5 MEB 0.1 MB/=

l@ Fewer details

Figure 10.3
Step 4Locate the Dumpfile in your PC
%’ [ I Seerch Tanis | Fusie Taals chioime DME - Saarch Results in Temp
fams Shers visw search tanage
.k Curent {oide iql_ T Kl =

|5, 2u sumrammers| i
This = ; e %
PC ek SeachaganinT  mogitied= = Other properties

ze

® = 1 5 b Sesrch Resultsin Temp »

T Favorites

€3 Cotcht

£ Oneliive
chripmeDMP |
{8 This PC SRes e |
& Deskiop
L Documents
1 Downlaads
W Music
E} Pictures
B videos
B Windawes 0.1 {C:)
(o Mew Valume [0)
s Mew Valume (£

(= Mew Valume (7]

€l Hetwork

Titam 1 item selected 207 ME

Figure 10.4

=5 o |

0%

Metwork

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

0 Mbps
0 Mbps
0 Mbps
0 Mbps
0 Mbps

0 Mbps

End task

- ol

il
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Step 5Open the specific Dumpfile using WINHEX tool

8 Fle Bt Search Nawgabion View Tooks Specialist Options

Window  Help

Case Data Ok 2 REBERT HALNY | ofe & | E
File  Edit dump.l:pp|
UrTeet BEEEE S - Er. ek ESCIT A Foraesbtered]
23 69 6E €3 &C 75 64 65 20 3C 69 6F T3 74 T2 %5 | #include {iostre dump.cpp
81 6D 9F OD OA 23 63 63 63 6275 64 63 30 SC 73 em> finclude <= e

00000032 |74 72 6% 6E 67 SE OD OA. OD OA 20 75 T3 69 BE 67 crings using

OCOUOO4E |0 6E 61 ED 65 73 70 61 63 65 namespace sTd: File sizer [T
0U00ODEd | DR 20 OD GR 20 €3 6E 74 20 &0 2 int main() 638 bytes
DODOOOED | 7B OD DR 20 0% OD OR 20 09 73 74 72 69 €E 67 20 ( sTring

0DOONCIE |75 73 65 72 6F 61 £D 65 20 3D 20 22 22 38 0D 0A username = "% Defauit Edit Mode

0OOC0LE2 (20 09 73 74 72 69 6E 67 20 70 61 73 73 7T 6F 72  string pesswos State: criginal
DO0OO1Z8 |64 20 30 20 22 27 98 OD 0K 20 09 62 KF 6F 6C 20 4 = "":  boal o ek °
00000144 | 6C F 67 69 6E 53 75 63 63 65 73 73 20 3D 20 66 loginSuccess = I edraeies ik
DODOD16D |61 6C 73 65 38 OD OA 20 09 OD OA 20 03 &3 6F 75 alse; con

DODEDLTE |74 20 3C 3C 20 22 SC 74 57 &5 6C €3 6F £D 63 21 © << "itWelcome! Crestion bime: 16022020
00000192 |20 50 6C 65 &1 73 £5 20 6C &F 67 £9 6E 20 62 £5 Flesst login be 1310
00DEO208 | &C 6F 77 2E 5C 6E 5C GE 22 3B OD 0A 20 09 0D OA Low.\nhn": Lastwibekime  1E-0R-200
00000224 |20 03 64 6F 7B O OA 20 09 49 &3 &F T3 74 20 3¢ dof cant € 239730
00000240 |3C 20 22 55 73 63 72 6 61 6D 63 I& 20 20 20 20 < "Username:

00000236 |22 38 OD QL 20 09 0% &3 69 6E 20 3E 38 20 75 73 ™} ein »» us Finhiten B
00000272 E5 72 BE E1 6D 65 33 0D O& 20 03 09 63 E£F 75 74 ezname; cout icaes )
0G0g0n288 |20 3C 3C 20 22 50 &1 73 73 77 6F 72 64 3A 20 20| << "Pasoword: Mede Texk
0ODOD204 |20 20 22 3B OD 0A 0% 09 20 &3 63 €E 20 9E 3;E 20 ™ oin > Btocts: Aecienal
00000320 |70 61 73 79 77 6F 72 64 3B 0D OA 09 09 30 OD OA | pas=word; Bt g g 5162560
00000336 |08 03 20 €3 66 2% 75 T3 65 72 6% 61 6D 65 20 3D ir(usernams =

00000352 |30 20 22 38 32 38 31 39 30 36 34 3¢ 31 23 20 26 = "EIBIO0E44IT & Window # i
00000368 |26 20 70 €1 73 73 77 6F T2 £4 20 30 30 20 22 §2 & password == "b Neicaf s ?
DODOD3EY |69 67 63 €8 65 6C 6C 62 6F 79 22 29 20 7B 0D (A igchillboy") | Chphoarc: weslable
DODOOA00 |09 O3 20 09 62 6F {5 74 20 3C 3C 20 22 5C E 53 cc't. << "\nS

DANCO446 |75 63 65 73 73 £6 75 GC EC 20 6C €F 67 €8 6E 5C ucessfull login TEME folder: 378 GB free
00NO0432 | 6E 5T 6 23 3B OD OA O3 03 20 08 &0 AF &7 B3 6F nia": login e\ LENOVT) ApplatalLocal\ Temp
DOODO44E |53 75 63 63 65 73 73 20 3D 20 74 71 T3 €5 38 0D Success = trus;

DODOD464 | DR ©F 0% 20 70 OD UA D3 03 20 65 &C T3 65 TB 0D } elsel

DEDOD4ABY (OR 09 0% 20 0% €3 &F 75 T4 20 3C 3C 20 22 49 §E cout <€ "In

DODOO49E | &3 6F 72 72 &5 63 74 20 5C §E 22 38 OD 0& 09 09 correct \n%: Data Interpreter [
00000512 |20 €Y 63 EF 7574 20 3C 3C 20 22 74 72 7920 61 coot < "bry = Sty 17
DODOOSZE |67 61 69 6E 32 S8 0D OA 09 09 20 70 OD OB 09 09 gain®; 1 R 29013
UE000S4d |30 OD OR 09 7O 77 68 &9 SC 65 28 21 6C G6F 67 69 junils|ilogl 3 ity 1008735955
Pane1af 2 CHffset: 406 =117 | Block: nle | Size: wd

Figure 10.5

Step 6Click on find text option which can be found on the top bar of the WINHEX tool and

type in “password = “

lavigation View Tools  Specialist

| DFH >
durnp.cpp |
offaen 0 1 2 3
DODEDODD |23 63 6E 63
DEDCDOLE | €1 €D 3E OD
DODODO32 |74 72 6% 6E
DODOOC4E |20 BE &1 ED
DeooDCE4 | 0OA 20 0D OA
0COODOED | 7B OD OA 20
DODCOCSE | 7E 73 6E 73
0000011 20 09 73 74
00000128 |64 20 3D 29
DODOD144 | 6C 6F 67 €9
DOOODI6D | &1 &C 73 &3
DODOOLTE |74 20 3C 3C
DODED1sZ |20 50 6C €5
DODCD20DE | EC EF 77 2E
00000224 20 09 64 EF
DooDeD240 | 3C 20 22 §5
DODODZSE |22 3B OO GA
DoOCD2T2 |65 T2 6E 61
0G000D28E |20 3C 3C 29
DODO0204 |20 20 22 3m
000CDIZ0 |70 €1 73 73
DOOCD3IZE |09 09 20 €3
DODOD35Z |30 20 22 28
DCDCD3I6E |26 20 70 €1
DODOD3EY | 6% 67 63 €8
00000400 3 20
DODCD4LE 3
00000432 <

00448 75

DeoeD4ed il
DODCO4ED )8
DCOCD49E i
DO0CDS4d

Pace 1 of 2

Window

73
€9
83
73

ag

E1

22
53
oD
a2
73
EE
oD
€5

Help

an
3
Ok

74

WinHex - [dump.cpp] - a

1wd [ ]&]=
MR Ml W | REA V| S
7 8 91613 %2 13 34 15 : - 7

un iste
&5 20 3C 6% EF 74 72 €5 #include <iostre dump.cpp i il el
65 63 6C 75 64 €5 20 3C 73 em> $inclode <= Al EHOVONDacamerts
0A OD OA 20 75 73 60 6E 67 cring> vaing
61 63 &5 20 73 £4 3B 00 memsspace sco File size: 06KR
74 B0 bytex
20
&5 Defaiit Edit Made
&7 20 % The fodlowing e sning wil b searhed: =was st Sgins
02 R A o g - ol Undo levet 0
63 63 4§ : =i Uindi reverses: néa
0 09 cou
T4 57 ome ! Creation time! Te-02-2020
70 6C . L pe 1RTEI0
B 2 Last wiite tirme: 16-02-2020
20 o8 o= 287730
62 61 ;
831 &% > us Adtribstes A
o0 O0R 3 e — cout i -
73 73 = i
e sk onil i Mhcieses Tt
s Sesiehiral epen wiiows 4 Offsets degimal
_!; jod et scrch hin. up 1o = Eytes per page: 5 H= 560
beipedid i Viindaw #: !

7. | = L - Hlo, of windows: 1

s 124 # ok Cancel 9 Help ]
an, of { Clipboard aveilable
T4 z0 ns
6C 6C 20 6C 6F 67 68 BE SC u-e=sfull Login TEMP folder: 37,8 GB free
0% 03 20 03 6C 6F 67 63 6E DAD": login TRALEMOWE D il o al Femp
20 3D 20 74 72 75 ©5 38 00 Suocess = crue:
09 04 20 &5 &C 74 &5 TH 4D ) als=g
T3 T4 20 3C 3C 20 3T 49 6E cout << "In
20 5C 6E 22 35 0D OA 09 09 correcc \n": Data Interpreter [
3C 3C 0 2Z 74 TZ 79 20 &1 cout << Ttry a
Ok 03 09 20 7D OD OA 0349 gain"; 1
62 6C 65 22 21 §C £F 67 63 Junile||logl
Offzet: 06 =117 | Black niz | Size: ik

Figure 10.6
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Step 7Click on okay button to see the results

= . v _
% File Edit Sesrch Navigation \View Tools Specialist Options Window Help

GeeData | DR HS2F7 - BEEREY

File  Edit

[unregister=d]

s dump.cpp

63 6C 75 &4 65 20 3C 73 am> Finclude <z Co\LsershLENOVI Dacuments

using

andy File sz LEHE

B30 bytes
we, Defauit Edit Mode
State: original
Undo level [
Lindo reversss na
Creation time Te-iR-2020
151810
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RESULTS:-

Observation Table

CHAPTER V

RESULTS AND CONCLUSION

Owner | Laptop Model | Password Time The user id and Password
name company Extraction Taken for

Successful? extraction
Sreerag | Lenovo B41 Yes Facebook | 5 minutes | User id:

password was Sreerag775@gmail.com

extracted

Password Sreerag@775

Nidhin Lenovo Ideapad | Yes 7minutes | User id:

S145 Flipkart id and Nidhinchackoch7@gmail.co
password m
extracted Password: Cristianoronaldo7

Hari HP 15 Yes Sminutes | User id:

Ryzen | Facebook id Harikrishnan9@gmail.com
and password Password:helldream
extracted

George | HP 14 Yes Sminutes | User id:

Ryzen | Gmail id Georgekoshyvaidhyan99@
And password gmail.com
extracted Password:Georgekoshy4

Gautham | Asus X507 Yes 6minutes | Userid:
Gmail id and Gauthamm177@gmail.com
password Password:Messilm10
extracted

Anwar Dell Inspiro | Gmail id and Sminutes | Userid:

n 5755 | password Anwarhagkochil2apr@gm
extracted ail.com

Password:littlehoonigan
AG Acer Aspire | Gmail id and 6 minutes | Userid:

3 password anandhukambadiperumon

extracted @gmail.com
Password:gameofthrones
Akhil Iball Marvel | Flipkartid and | 4minutes | Userid:

2 passwordextra Akhilks63@gmail.com

cted Password:Akhilbuilt
Agacy Acer Aspire | Gmail id and Sminutes | Userid:

S5s password Agl3cy@gmail.com

extracted Password: 9846068697
Abel Lenovo V145 Flipkart id and | 7minutes | Userid:

password 8281906441

extracted Password:bigchillboy
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Calculation
Average time taken for extraction = The mean of the time taken for extraction
5+7+5+5+6+5+6+4+5+7/10= 55/10 =S5minutes

The Password extraction was done successfully in 10 random laptops and the average time
taken for the extraction of Password is S.Sminutes.
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